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Outline

ÅSide-Channel Attacks(in two slides)

ÅStandard DifferentialPower Analysis
ÅPredictionsand modeling
ÅProfiledvs. non-profiled separation

ÅExploitation: Gaussiantemplates, CPA
ÅAsymptoticequivalences(for identicalmodels)

ÅNoise-basedsecurity(isnot enough)
ÅNoise amplification (akamasking)
ÅLeveragingmasking(leakageresilience)
ᵼOpen evaluation& design challenge
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Side-channel attacks (in two slides)

Å physical attacks that decreases security 
exponentially in the # of measurements
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Side-channel attacks (in two slides)

ÅΧ ϧ ǿƘŜǊŜ ŜŀŎƘ ōƛǘ ƻŦ ǎŜŎǊŜǘ ƛǎ ƭŜŀǊƴŜŘ ōȅ 
distinguishing noisy (leakage) distributions
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Standard DPA 3
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