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IEC 104 protocol

RE Q@@= 2

M capturei0avzocan

117 9.779602
120 9.82695
122 9.876173
E m3 my 126 s.07801

e

Qaaar
o

<] oomen. | +
Destination Lengtt info
102.168.1.1 8 -1 (18,4) —
192.168.1.2 8 <1 (4,17)
192.168.1.1 8 -1 (19,5
192.168.1.1 8 -1 (20,5
102.168.1.1 8 -1 (21,5)
192.168.1.2 82 <1 (5,22)
192.168.1.1 8 -1 (22,6)
192.168.1.1 8 -1 (23,6)
192.168.1.2 82 <1 (6,24)
192.168.1.1 8 -1 (24,7)
102.168.1.1 8 -1 (25,7)
192.168.1.1 82 -> 1 (26,7)
102.168.1.2 8 < 1(7,27)
192.168.1.1 8 -1 (27,8)
192.168.1.2 82 < 1 (8,28)
102.168.1.1 82 - 1 (26,9)
192.168.1. 14 <1 (9,29)
192.168.1.1 82 -> 1 (29,10)
192.168.1.1 8 -1 (30,11)
192.168.1.1 8 -1 (31,12)
192.168.1.1 84 > 1 (32,12)
192.168.1.1 8 -1 (33,12)
192.168.1.1 82 > 1 (34,12)
192.168.1.2 18 < 1 (12,35)
192.168.1. 8 -1 (35,13)
192.168.1.1 82 -1 (36,14)
168 B -1 (37,15)
192.168.1.1 84 > 1 (38,15)
192.168.1.1 8 -1 (39,15)
168, 8 -1 (40,15)
192.168.1.2 B2 <1 (15,35)
. 168.1 8 -1 (a1,16)
192.168.1.1 8 -1 (42,16)
192.168.1.1 B8 -> 1 (43,16)
192.168.1.2 B2 <- 1 (16,44) nwn-

Frane 53; 82 bytes on wire (656 b.
Ethernet 11, Src: PesConpu_as:39:

1EC 608705 10

1
Sc0: 0x00
. N/OFF: OFf
1000 00... = QU: No pulse defined (8)
o - = s/E: Execute

2/58

55, 82 bytes captured (656 bits)
77 (08:00:27:95:39:77), Dst: PesConpu_94:ie:3d (3:00:27:04:1e:3d)

+192.168.1.2, Dst: 152,168,

11
© Port: 246d, Dst Port: 47900, Sea: 289, Ack: 89, Len: 16

NA 1 ActTern 10A<1 “single comnand"
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IEC 104 protocol - attacks

ece M csprursioazpca
4 nm ® RE Q&= Qa i
A 104asdu 8 | Expression. +
No.  Time Source Destination Lengtt info
55 6a7a8  192.168.1.2 192.166.1. 8 > 1 (18,4)
57 6260741 192.168.1.1 192.168.1. 8 <1 (s,17)
58 606660 192.168.1.2 192.168.1. 8 > 1(15,5
63m 19216812 192.168.1. 82 > 1205
@ 6o 1926812 192.168.1. 8 1 (1,5
64 6.67005  102:168.1.1 192.168.1. 8 < 1 (5,22)
1 122,168.1 =1
m 68 6781343 192.168.1.2 192.168.1. 82 > 1 (23,6)
1 70 7.02406  192.168.1.1 192.168.1. 82 <1 (6,24)
71703213 192.168.1.2 192.168.1. 82 1 (20,7)
7 19282 192.168.1 82 > 1257
75 7 19216812 192.168.1. 8 > 1026,7)
77 7308518 192.168.1.1 192.168.1. 8 < 1(,27)
80 7344824 192.166.1.2 192:168.1. 82 1 (7,8
7 — AR Y 192.169.1 =1
85 7.609554  192.168.1.2 192.168.1. B2 1 (28,9)
89 7781595 192.168.1.1 192.168.1. 1 < 1 (9,29)
90 7812504 192.168.1.2 192.168.1. 8 > 1 (29,10
o 7w 19216812 192.166.1. 8 -1 (3,11
o4 7.006578  192.168.1.2 192.160.1 8 > 1 (1,12)
H 9 7.056621  192.168.1.2 192.168.1, 8 > 1 (32,12)
E m3 mgy H 5 TEET To7.168.1 ToT I
T00 6047596 192.168.1.2 192,169, B > T (34,12)
E 104 E12613 192268110 192.168.1. 14 <1 (1235)
E = 105 88495 192.168.1.2 192.168.1 8 > 1 (35,13)
= 107 B.600730  192.168.1.2 192.168.1. 8 -1 (36,19)
= 109 8.oassas 19216812 192.168.1. 82 > 1 (37,15
m sommz 10216812 192.168.1 8 > 1 (38,15)
3 .75 19216812 192.168.1. 8 > 1 (39,15
us oo 1926812 192.168.1 8 -1 (10,15
17 oeee  1s2.168.1.1 192.168.1. 82 < 1 (15,35)
120 0.828935 1 168.1.2 192.168.1. 8 -1 (s1,16)
12 o 1926812 192.166.1. 8 -1 (32,26)
126 9.927401  192.168.1.2 192.168.1. 82 > 1 (43,26)
128 10.06288¢  192.168.1.1 192.168.1. 82 < 1 (16,44) rn
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Several classes of attacks

The attacker is able to:

e replay valid packet already sent

e forge and send an invalid packet

e sending arbitrary messages of the protocol

e sending many packets quickly
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How can we detect malicious behaviours

using machine learning techniques?
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ML blitz



The big question

Why do we use machine learning today?
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Drowning in a sea of information

about 10° terabytes per day
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Hard to specify sometimes

—>» {continue, brake, go left,
go right,...}

No specification of what is a pedestrian: learn from examples
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What is machine learning?

f: ideal function
X: ideal representation of data

Goal
learn f approximating f, using an approximation of data X’
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Supervised learning

Dataset X is labelled

Approximated function: classifier between the different labels

® _P=0.95 "dog’
| f
i “p=0.05 "cat"
p=0.05 "dog"
I R
N

p=0.95 "cat"
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Supervised learning

Dataset X is labelled

Approximated function: classifier between the different labels

® /p=0.95 "dog"
— > f
v " \=0.05 "cat"

p=0.05 "dog"

Y\

p=0.95 "cat"

Remark: labelling data is costly!
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Some standard algorithms

Algorithm Explainability Generalization Learning cost
Decision Tree (DT) very good poor cheap

Support Vector
Machine (SVM)

Neural Networks (NN) poor very good expensive

poor good cheap
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Unsupervised learning

Dataset X is not labelled
Rely on the inherent structure of the data

Approximated function: a representation of the data

.\ o

@) / g
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Some standard algorithms

Algorithm Generalization Learning cost
Clustering (k-nn) good cheap
Dimensionality reduction (PCA, t-SNE) poor cheap
Neural networks (auto-encoders) very good expensive
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Data analysis



Data analysis: first analysis

15 / 58

Al s | c e EN G ' 3 X L N 3 s LT jul v [ w [x[viz| &
T [addr arack._capureccavsets_dst_oon_ame_loa __ip_chacks p_chelp_dest __Ip_size ip st negnumoa_proto_nanprotcsq_src_por_icp_site est_tmestsmyypeld _qol _sia_sco_deo
200 0 m 4 a0 s 0 e 2 1216851 20 12168320 1 0 i0ien 10 0 2408 32 0 1se03 70 1
S0 0 m 4 w0 @ o eas 2 16811 20 2168120 1 0 1Mds 10 0 M4 2 0 LSE03 70
im0 wm s aae w0 W 2 awaseis 20 awaseii 0 11 0 a0 @ 0 1st0s 100
5|00 0 s 7 o s 0 e 2 maeeii 20 12068120 1 1 0 s @ 0 1508 10
G0 0 w7 amo s o S22 2 aceni 20 192068320 1 1 0 w2 0 15009 10
Tho o m 2 B eSS e 2 aieeii 20 192168120 1 1 0w om0 1se0s 1
sl 0 s 2 B eSS0 esE 2 ieeii 20 12168120 1 1 0 uw = 0 1se0s 9
000 0 s 20 a0 s 1m0m ety 2 imiesii 20 12168120 3 1 0w @ o 1sees
mhoo o e 10 amo s a7 2 maeeii 20 1218320 1 1 0 w2 0 15009 100
2ho o 2 w1 ow wm 2 amaeir 20 =120 1 1 o M@ om0 15009 10
0 0 m 6 2wt m  essis qe0 2 i1 20 2aesiio 1 1 0 amo @ o asews as
100 0 B2 10 a0 s 6w et 2 1916851 20 12068120 1 1 0w @ o 1ss as
oo o e 3 a0 B G G 2 1206811 0 192168120 1 0 0 w2 o 1s0s 1
who o m & amt wm o 2 a2 20 18110 1 1 o a0 : o isews g5
oo o w2 7 0w ;im0 2 apaeeii 20 182 0 1 1 bk 0 0 2408 2 0 15609 &
19l0o om0 amo w07 e 2 116851 20 19216812 0 1 1 0Meds 10 0 240 @ 0 15t 4
w0 o w3 B 13072 G 2 121611 20 192168120 1 0 10k 10 0 2404 32 0 15608 1
200 0 s 6 ¢ 8 % 700 2 1216812 20 19216851 0 1 1 oM 10 0 %0 32 0 15605 45
Zwo 0 s 7 00 s 6%  esios 2 maaeeii 20 192168520 1 1 lodesd 10 0 200 2 0 15605 45
Bwo 0w 10 a0 m e esios 2 a2aeeii 20 1216822 0 1 1 ks 0 0 2404 32 0 1569 &5
Mo 0w s 400 w2 e Es04 2 aaeil 0 1612 0 1 0 ot 10 0 2404 2 0 15609 1
00 0w 6 aae s 13072 7% 2 a1z 20 1921651 0 1 1 lokwd 10 0 400 32 0 1sees a5
w0 0 s 7 a0 s 1on2 Go> 2 1216831 20 19216852 0 1 1 oMk 10 0 2000 32 0 15608 45
w0 0 s 10 a0 s mor2 estor 2 s2a6eii 20 192168520 1 1 lodesd 10 0 200 2 0 15605 45
mwo o = s 790 82 0T estor 2 a6l 20 2188220 1 0 otk 10 0 208 2 0 15609 1
Ziwe 1 @ 6 aae  m  mmorm A 2 016812 20 1918510 1 1 Wbk 0 0 40 32 0 15609 £
B0 1w g B 1307 G5 2 16811 20 192165520 1 1 lokwde 10 0 206 3 0 1ses a5
300 1w 10 a0 82 1072 Ge 2 1216811 20 192168520 1 1 oMk 10 0 2000 32 0 15t08 45
2o i m 6 4w iz 7 2 216812 20 192166110 1 1 10ty 10 0 47900 2 0 L5609 45
B0 1 w7 a0 m  sor e 2 amaeeii 20 12168520 1 1 ks 10 0 2400 2 0 15600 45
Swo 1 @ a0 a0 m  smor esse 2 a1 20 12188520 1 1 Wbk 0 0 2408 32 0 1569
B o w3 a0 B2 3072 eswss 2 1216A11 2 19216812 0 1 0 Motk 10 0 2408 32 0 15608 1

e data size: 863 rowx27 columns,

e attack / non attack: 610 / 253
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Data analysis: first analysis

=] c e EN G ' ] —— 7 [os  © [0 v [ w [x|[viz| &
1 [addr Jarack_capureccavsersdst_oore_Fame_ioa__ip_checks i_chilo_dest _|p_sizefip_stc |negnum oa_fororo_narlrocfsg [sr_port_cp 3 i s o e
2fwo fo w4 a0 s 0 e 2 [ieeii20  [m21852f0 1 0 fiotesd |10 fo [0d 2 fo fusews 0 1 a4 4 -1
sloo o w4 wwo @ o e 2 20 fio2ieeszfo 1 o frosse fro o0 2 o fusews 0 3 3 a4
Ao w s e w0 s 2 20 fooaessifo 1 1 fosasd fio fo fsmoo 32 fo hiseos 0 0 a4
sloo fo w7 o s o s 2 20 |12 1 1 fosesdofo fo fuos 2 fo fuseos 100 0 a4 i
Glsofo w7 a0 s o s 2 2 fmasiafo 1 1 o Juor 2 Jo fiscws w0 0 a4
Tloofo om0 o s ess o esar 2 2 fmoesafo 11 o Juos = Jo fisews 1 10 4 a
slso o s 20 w0 s sssmo esas 2 20 fmieesafo 11 w2 o fuseos o 2oa
oo fo s 0 amo s mon e 2 0 fsaesiafo 3 1 o fus 2 Jo fiseas 1 0 41
oo fo e 0 amo s o a2 2 |masiafo 11 o Juor 2 Jo fiscws 10w a4
2o fo 2w ow wm a6 2 20 fmoiafo 11 o a0 o fiseos w0 a1

wo o w6 am @ s g 2 20 fmoieesifo 1 1 o Jame = o fusews s 3 31 o4
o fo s 10 amo o emw e 2 0 sz 11 o funs 2 o fisews s 3 a1 g
oo fo w2 s a0 s G e 2 2 |maasiafo 1 o o Juor 2 Jo fiscas 1 114
oo o w6 ame wm son s 2 2 fmaesifo 11 o foo 2 o fusews s 3 oa o1 oa
oo o w2 7 owe @ son e 2 20 fumoieesafo 1 1 o s = o fusews s 3 31 4
oo fo w3 B 107 esios 2 0 fsesizfo 1o dofo fo s 2 Jo fiseas 1 11oaa
afwofo w6 e w2 e 0 2 20 fs2acerifo 1 1 fosssd fio fo fisco 32 fo fuses s a4 a0 g
2o o m 7 w0 m e etws 2 20 fm2aeerzfo 1 1 fiosesd fio fo fason o fiseos s 1 a0 1
oo fo om0 om0 s ess esws 2 20 fio2ices2fo 1 1 fiosssa fio fo fos 2 fo fisees s 3 a0
afwo fo @ s 0w essw esis 2 hriea1z fo 1 0 fiosaed fio fo P 22 fo fiseeos o 1o oaa
sl fo w6 e s won wm 2 0 fwassiifo 1 1 fossdo o fo fsoo % fo fisees s 4 a0 g
oo o = 7 w0 m  pom ews 2 20 fsaacerafo 1 1 fosssdo fio fo faor 32 fo fusees s a4 a0 g
oo om0 amo m  pon ew 2 20 fsm2ierzfo 1 1 fosesd fio fo fason o fiseos s 4 a0
oo o = s 00 s wm esor 2 20 fi2ices2fo 1 0 fiosssa fio fo fos 22 fo fiseos o 10 a4
sl i @ e 3 ® mon mn 2 hrieessfo 1 1 fiosasd fio fo fsrso 32 fo fises s 3 a0
sfoo i w7 B w0 e 2 0 fwassizfo 1 1 fossdofo fo foaos @ fo fisees s 4 a0 g
sifoe im0 oo m pwn s 2 20 |saacerzfo 1 1 fosssdo fio fo foos 32 fo fuses s a4 a0 4
sl i w6 e w2 oo w2 20 f2acerifo 1 1 fiosssa fio fo [0 22 fo fusews s a0 4
Sl i m 7 w0 m pom e 2 20 fio2icerzfo 1 1 fiosssa fio fo fos 2 fo fisees s a3 o0 4
G im0 wwo @ mon eswme 2 20 fooieeszfo 1 1 fosa fio fo faos  m fo fises s 3 a0 G
shodo w3 a0 w2 on esws 2 o hsassizlo 1 o hosedsbo o funs 5 o _fisees 1 1o

e captured_length, dst_port, frame_length, ip_checksum,
ip_checksum _status, ip_size, ip dest, ip_src, src_port, tcp_size,

timestamp

e addr, causetx, ioa, nega, numix, 0a, , proto_size,
, typeid, , goi, siq, sco, dco
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Data analysis: first analysis

ANBN[e 3 o i s 3 L (minio k jaim s v |u v FWYx|viz =
1 [addr arack._capurefeausens [dst oon_Fame Yo [lp_checkdip cheip_dest ip size ip stc __ negnumoa_proto_nanprotcsq_src_port_icp_size test_tmestamfopeid fqol sia_sco_deo
2o 0 m oo fowe w fosias |2 w2a6eii 20 19266220 1 0 0tasds 20 0 2 2 0 isees fo  f1 a4
shso o w2 oo fowe m fesos |2 1811 20 2168120 1 0 deds 10 0 204 2 0 L5 2oaoa
a0 owm | e w b e |0 awasns w0 awasiio 11 o a0 @ o astes foo po 11 1
s o w2 fr fow w foses fo 1216811 20 amaesiz0 1 1 o s @ o aseesfoo o 4
6w o w2 fr fowo s 22 o meaeri w wsaeizo 11 o w2 o ascosfoo o 4 a4
7m0 0 @ fo fowo s s fesr |2 mieen: 2 weaeizo 1o o ue = o iseos L0 4 a
elsoo 0 e o fawo sr fessao flesss |2 smieen: 20 amaeazo 1o W 2 0 1seos 2oa
whoo o o0 fo  faso s fwon fessro |2 ssaessi 20 aseaemizo 31 o w2 o 1seas b 10 a4
oo o e fo foswo s foserr fo 1saa6er: 0 saeei20 1 1 o w2 o ascosfoo  fo 4
2o o w2 fo fowe = sas |2 mieeni 20 waeizo 11 00 2 o aseosfoo o 1o

wo o m Jo foane s fessas oo |2 smieenz 0 amaeaio 1o amo 2 0 aseesfs  foao1 o
oo o s ho  faswo s fosses fossr |2 ssaessi 20 aseaesizo 11 0w @ o aseasfs |11 1 4
oo o e | a0 52 fossos fosers fo  ssaaeer: 0 saaees20 1 o o w2 o iscas o 41
whoo o w2 Jo fae w2 o 2 a2 20 maeiio 1 1 oamo m o aseosfs |14 1o
woo o = o0 @2 faor fesero o et 0 amaeei20 1 1 s 10 0 200 2 0 aseesfes  f1oa o1
oo o w2 fo fameo s fson fews |0 woiess: 0 awaesazo 11 toted 0 0 e @ o aseesfs  faoao1 o4
w0 = | 2 |72 fossos |2 216811 20 1921683200 1 0 t0smds 10 0 20 32 0 sees 11 g
a0 0w fo faoe s fes froo fo wsaiees2 20 2168210 1 1 otk 10 0 o 2 0 aseos s f1 1 0
2iwo o m [ faso s fessw festos [o sascer: 20 218520 1 1 todesde 10 0 2400 o aseeefs  fioa oo o
mawo o m fio o fawo s fsse festos [o wmacer: 20 2320 1 1 s 10 0 206 2 0 aseesfs  f1oa 0 4
o o w5 00 22 fessse feseos [o aaeeis 0 waesi2 0 1 0 ot 10 0 206 2 0 aseos p 1ooaa
o 0w o fae s fson fos fo wsaesa 0 m168510 1 1 sk 10 0 a0 32 0 asesfs  f1oa 0
oo 0w | fuso s fore fesios fo saacesi 20 ss2aeer2 0 1 1 ot 10 0 20i 32 0 aseos s f1 a4 0
oo 0w | faso s for festcr [o sascer: 20 2ieez2 0 1 1 sodesde 10 0 2400 o wseeefs  fioa o 1
zwo o = |5 g0 2 [ festor [o amaeeii 20 2168320 1 0 ot 10 0 206 2 0 a5t o 10 a4
s i w fe o e @ fmor fam o awhesiz 20 wiessio 11 s 10 0 w0 32 0 aseesfs [0 4
s i w | o0 s oo flesses fo aseaesis 0 amaei2 0 1 1 d0swk 10 0 208 2 0 asmesfs |10 1
a0 i w2 fio faso s fore fesase fo saieesi 20 ss21eer2 0 1 1 otk 10 0 0i 32 0 ases s f1 a4 0
2o i = o e w2 oo ffroze fo w2z 0 as2aeeii0o 1 1 otk 10 0 40 2 0 aseesfes  faoa o
2o i m [ fewo s fmom fesor o wmacer: 20 20 1 1 ot 10 0 200 2 0 aseesfs  f1oa 0 4
oo i m fio fawo w2 fmos feise o wmaesr: 20 wwees20 1 1 s 10 0 2 32 0 ases s [0
s o s | PSR 2 waei1 0 192166520 1 0 osmde 1 0 208 32 0 sees b 1ooaa

e important fields:
e typeid (type identification
e causetx (cause of transmission
e ioa (information object address
e ip_checksum (IPs, sequence of transmission
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a analysis: preprocessing

e normalization

e why? different range
e what? numeric fields
e how? mean = 0, standard deviation = [-1,1]
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Data analysis: preprocessing

e normalization
e why? different range
e what? numeric fields
e how? mean = 0, standard deviation = [-1,1]

e one-hot encoding
e why? strings
e what? non numeric fields (type, address...)
192.168.1.1 [1, Q]
e how? e.g., IP address 192.168.1.2 [0, 1]
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Data analysis: preprocessing

e normalization
e why? different range
e what? numeric fields
e how? mean = 0, standard deviation = [-1,1]

e one-hot encoding
e why? strings
e what? non numeric fields (type, address...)
192.168.1.1 [1, 0, 0]
e how? e.g., IP address 192.168.1.2 [0, 1, 0]
192.168.1.3 [0, 0, 1]
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Data analysis: Principal Component Analysis (PCA)

17 / 58

e dimensionality reduction

@ normal
x attack
~
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Data analysis: split technics

e sequential split (75% training)

e training: 398 normals, 249 attacks ... @‘D T [ ooo
e evaluation: 212 normals, 4 attacks K gy
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Data analysis: split technics

e sequential split (75% training)
e training: 398 normals, 249 attacks ... Q‘D 0O 0e--
e evaluation: 212 normals, 4 attacks % Py
e random split (75% training)
e training: 448 normals, 199 attacks ... 00O @% -
1

X

e evaluation: 162 normals, 54 attacks
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Data analysis: limitations of dataset

e small dataset with only 863 IEC104 packets

e repetitive legitimate behaviours

e unbalanced attacks behaviours
e many Denial-of-Service (DoS) attack packets
e few occurences of each attack

2 fields to draw out 1/4 attacks
1 field with sequence to draw out most of DoS attacks
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ML without sequence




Problem statement and limitations

e inputs: one packet for one output

e limitation: no context (DoS attacks indistinguishable)
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Decision Trees (DT)

X1
Dataset X, classes YV = {y1,y2}, x= |x| € X

X3

x1>a—P(xey)?
x1 <a— P(x€y)?

21 / 58 Log analysis October 25, 2019,



Decision Trees (DT)

X1
Dataset X, classes YV = {y1,y2}, x= |x| € X

X3

x1>a—P(xey)?

x1 <a— P(x€y)?
Decision tree answer those
questions
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Decision Trees (DT)

X1
Dataset X, classes YV = {y1,y2}, x= |x| € X

X3

x1>a—P(xey)?
x1 <a— P(x€y)?
Decision tree answer those

questions
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Decision Trees (DT)

e case split on feature using different criterion (Gini, entropy)
e no parameter tuning, easy to train

e sensitive to data variations, can overfit fast
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Decision Trees: k-folding for training

e dataset is small = sensitive to bad data balancing

e mitigation: train multiple models on multiple splits
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Decision Trees: results

_ __ TP+TN . 2 nc
Accuracy = sprFprFn: humber of correct predictions
_ TP . .
Recall = TPLFN: number of detected anomalies

e training time is less than 2ms on a Intel 17-8850H
e sequential split: recall is 0%

e random split: recall is 94,3%, accuracy: 96,6%
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Decision Trees: results

TPETN - number of correct predictions

Accuracy = TpTNTFPTEN'

_ P . .
Recall = TPLFN: number of detected anomalies

e training time is less than 2ms on a Intel 17-8850H
e sequential split: recall is 0%

e random split: recall is 94,3%, accuracy: 96,6%

Works surprinsingly well. Why?
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Our decisions trees are overfitting
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Support Vector Machine (SVM)
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image source: wikipedia
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SVM: results

e multiple kernels used

e accuracy: 79,7%, recall: 26,3%
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I K1 ol-1 I
bi = > wya, ~ + b
(output before activation)

aj’- = cr(bjl-)

(output after activation)

C (Cost function)
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Dense NN: parameters and results

e fully connected network
e 4 layers and 10° neurons

e recall : 26,3%, accuracy : 90,9%
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Take-home message

Supervised learning works because of over-fitting
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K-means and PCA
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Variational Auto Encoder

Goal: learn the probability distribution of the input

Training objective: input X, learn

a code s, an encoder Qand a de- x . %
coder P such that X is a good

reconstruction
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(Bad) results for VAE
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Take-home message (again)

1. Strong similarity between legitimate and attack packets

2. Unsupervised learning cannot separate efficiently
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Summary of results

Supervised Unsupervised
Name | Acc. | Rec. | Time | Name Acc. | Rec. | Time
SVM | 80% |26% | <lms | k-means | N/A | N/A | N/A
No-seq. | DT 96% | 97% | <1lms | AE 48% | 80% | 5min
DNN 91% | 26% | 2min | VAE N/A | N/A | N/A
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ML with sequences




Sequence classification

e order is important and must be respected
e predicting a class label for a given input sequence

e limitation of classical ML and MLP: Unaware of temporal
structure

Normal
Intrusion /
T=n Packet >

Detection
System
Attack
T=n-1 Packet
T=n-2 Packet
T=n-3 Packet
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Supervised sequence classification: LSTM

e o @
Actl| E‘j 1 A
Al =
© ® ©

Neural Network ~ Paintwise Vector

Layer Operation Transfer Concatenate Copy

e recurrent connections
e avoid the problems that prevent the training and scaling of
other RNN

e memory cells contain weights and gates
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IDS using Bidirectional LSTM

features = 20

>

Input ) ) ) ) - b
Timesteps=6 Packets - J

Sequence

Bidirectional LSTM LSTM LSTM LST™M Dense
memory cells:100 memory cells: 100 memory cells:100 memory cells:100 Sigmoid
Activation: Elu Activation: Elu Activation: Elu Activation: Elu

Dropout:0.3 Drapout:0.3 Dropout:0.3 Dropout:0.3

loss:binary cross-entropy, optimizer: Adam
epoch: 500, batch: 20
train: 595 (= 155 anomalies), test: 256 (=~ 65 anomalies)

training time: 5min (no GPU)
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Evaluation: the beginner’s mistake

fit to training; evaluate on test; report skill: Wrong !

deep learning models are stochastic

LSTM'’s use randomness while being fit on a dataset

e same model may give different predictions

scores=1list()

for i in repeats:
train, test = random_split(data)
model.fit(train.X,train.y)
predicitons=model.predict(test.X)
skill=compare(test.y,predictions)
scores.append(skill)

final_skill=mean(scores)
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IDS using Bidirectional LSTM: results
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IDS using Bidirectional LSTM: results

accuracy = %
precision = % m é
recall = % ::

accuracy precision recall f

TN FP

FN TP } ) 183 4
Confusion matrix =
3 66

Confusion matrix =
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IDS using unsupervised learning

e what if you have no labelled data at all?

e binary analysis requires hours of fingerprinting and study per
sample

e incident investigation requires huge resources and bureaucratic
layers to triage

e infers hidden latent structure from unlabelled training data

e objective: learn from unlabelled data while respecting the
temporal order
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IDS using unsupervised learning: strategy

data preparation

build an auto-encoder on the normal (negatively labelled) data

use it to reconstruct a new sample

if the reconstruction error is high, we label it as an attack
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IDS using unsupervised learning: data preparation

e the input to LSTMs are 3-dimensional arrays

e sliding window of size 6 and step = 1
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IDS using unsupervised learning;:

Decoder 4
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IDS using unsupervised learning: LSTM auto-encoder

e trained on legitimate

trained on normal packets

packets
GI input sequence :> :> onput sequence IG
e tested on legitimate - —
and attack packets flaten
I
. N
e epoch: 3500, 1 = S 1
15x6 15x6
batch: 10

e training time: ~30
min (no GPU)

mean
square
error

threshold > > threshold

normal attack
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IDS using unsupervised learning: LSTM auto-encoder results

model loss
o
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0.4
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epoch
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IDS using unsupervised learning: LSTM auto-encoder results
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IDS using unsupervised learning: LSTM auto-encoder results

Reconstruction error for different classes
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IDS using unsupervised learning

: LSTM auto-encoder results

Recall vs Precision

Precision
o
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auto-encoder
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IDS using unsupervised learning: LSTM auto-encoder results

Recall for different threshold values

0.00 0.05 010 015 020 025 030 035
Reconstruction error

auto-encoder
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IDS using unsupervised learning: LSTM auto-encoder results

Receiver Operating Characteristic
Receiver Operating Characteristic
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IDS using unsupervised learning: LSTM auto-encoder results
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IDS using unsupervised learning: What can be done better on

huge data?

CNN LSTM Autoencoder
LSTM Dropout (Dropout_U and Dropout_W)

Gaussian-dropout layer

SELU activation

alpha-dropout with SELU activation

55 / 58 Log analysis October 25, 2019,



Conclusion




How did we tackle the problem using ML?

1. Preliminary work

e understand the protocol specification and the attacker model
e being able to identify (non-)legitimate packets
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How did we tackle the problem using ML?

1. Preliminary work

e understand the protocol specification and the attacker model
e being able to identify (non-)legitimate packets

2. Data analysis

e identify relevant fields (non-constant fields, principal
component analysis...)
e verify that legitimate/attack packets are balanced

3. Apply ML techniques with single or sequence of packets

e first, the simplest algorithms (SVM, decision trees, k-means)
e then the more complex ones (DNN, LSTM, auto-encoders)

4. Evaluation of the results

e presentation of results
e explanation of success/failures (e.g., identify over-fitting)
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The different algorithm used

Supervised Unsupervised
Name | Acc. | Rec. | Time | Name Acc. | Rec. | Time
SVM | 80% | 26% | <lms | k-means N/A | N/A | N/A
No-seq. | DT 96% | 97% | <1lms | AE 48% | 80% | 5min
DNN 91% | 26% | 2min | VAE N/A | N/A | N/A
Seq. LSTM | 94% | 89% | 5min | LSTM AE | 91% | 97% | 30min
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Results and advices

Results in a nutshell:

e considering sequences is mandatory

e similar results between unsupervised and supervised ML

Few advices for re-using our approach:
e generate an adapted dataset

e consider a more realistic network

e test the simplest algorithms first
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Results and advices

Results in a nutshell:

e considering sequences is mandatory

e similar results between unsupervised and supervised ML

Few advices for re-using our approach:
e generate an adapted dataset

e consider a more realistic network

e test the simplest algorithms first

[ Thank you for your attention ]
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