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Decentralized Protocols — Complementary Views of Security

Can a malicious person steal my data? Do | want to share my data?
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Decentralized Protocols — Complementary Views of Security

Do | want to share my data?
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This talk
Decentralized Protocols — Game-Theoretic Security Analysis

Do | want to share my data?

Game-Theoretic Security
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Decentralized Protocols — Game-Theoretic Security Analysis

What are my @conomic

gains/incentives doing so?

Do | want to share my data?
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Decentralized Protocols — Game-Theoretic Security Analysis

What are my @conomic

gains/incentives doing so?

Do | want to share my data?
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Acting honestly

should be the best. Game-Theoretic Security
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Decentralized Protocols — Game-Theoretic Security Analysis
What are my €conomic
gains/incentives doing so?

Deviation from ﬂ

a protocol 0

is not rational. — ,

Do | want to share my data?
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Acting honestly

should be the best. Honest players Game-Theoretic Security
are never
harmed.
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Decentralized Protocols — Game-Theoretic Security Analysis

Incentive Compe&abiti&v

Deviation from
a protocol
is not rational.

Game-Theoretic Byzantine Fault Tolerance
Security Honest players

are never
harmed.
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Our Vision: Automated Game-Theoretic Security Reasoning
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1. cryptographic security

N/
N @ BN

developer blockchain protocol security verification deployment on chain

X

O O

2. game-theoretic security
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Automated Game-Theoreti
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Game Theory

Game-Theoretic Models cs

% players: A and B
H :
D actions: Cy, H, D, 1, S and P
(@-sa) N
B
B
Yy P

/ S

¥ (dy+a-g-ds+a)

(-a, -b) (@ a) (-aa-f+a)

Simplified Closing Game (Bitcoin)
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Game Theory

Game-Theoretic Models cs

4 players: A and B
H :
D actions: Cp, H,D, 1, S and P
@-5a) N
B
B Close collaboratively and honestly:
Yy P o T
yielding fair split
/ S
¥ (dy+a-g-ds+a)

(-a, -b) (o, a) g & = S <t @)

Simplified Closing Game (Bitcoin)

Informatics y For(syte®® 7




Game Theory

Game-Theoretic Models cs

4 players: A and B
H :
D actions: Cp, H,D, 1, S and P
@-sa) N
B
B Close unilaterally and honestly,
Yy P ) .
do not consider previous moves.
/ S
¥ (dy+a-g-ds+a)

(-a, -b) (o, a) g & = S <t @)

Simplified Closing Game (Bitcoin)
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Game Theory

Game-Theoretic Models cs

4 players: A and B
H :
D actions: Cy, H, D, 1, S and P
@-5@) N
B
B v 7 Close unilaterally and dishonestly,
with profits d, for A and dg for B
/ S
¥ (dy+a-g-ds+a)

(-a, -b) (o, a) g & = S <t @)

Simplified Closing Game (Bitcoin)
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Game Theory

Game-Theoretic Models cs

4 players: A and B
H .
D actions: Cp, H, D, 1, S and P
@-5a) N
B s d
lgnore previous action an
7 - do nothing

/ s

¥ (dy+a-g-ds+a)

(-a, -b) (o, a) g & = S <t @)

Simplified Closing Game (Bitcoin)
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Game Theory

Game-Theoretic Models cs

4 players: A and B
H :
D actions: Cy, H, D, I, S and P
@-5a) N
B
B Sign collaborative closing of the
Yy P
other player
/ S
¥ (dy+a-g-ds+a)

(-a, -b) (o, a) g & = S <t @)

Simplified Closing Game (Bitcoin)
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Game Theory

Game-Theoretic Models cs

4 players: A and B
H :
D actions: Cy, H, D, 1, S and P
@-sa) N
B
B Prove other player tried to close
Il P :
dishonestly
/ S
¥ (dy+a-g-ds+a)

(-a, -b) (o, a) g & = S <t @)

Simplified Closing Game (Bitcoin)
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Game Theory

Game-Theoretic Models cs

4 players: A and B
H :
D actions: Cp, H, D, 1, S and P
@-sa)]| N
- B utilities: (uy, ug), terms of reals
147 P
; 5 - benefit of closing a channel: a>0
- opportunity cost: €>0 (cost of closing)
¥ (da+a-5-dy+a) - transaction fee: f>0

(-a, -b) (@ @)

(-a,a-f+a)

Simplified Closing Game (Bitcoin)
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Game Theory

Game-Theoretic Models cs

4 players: A and B
—\[2 actions: Cy, H, D, I, S and P
@-sa)]| N
- B utilities: (uy, ug), terms of reals
Il P
7 G joint strategy: one action per node
¥ (dy+a-s-dy +a) S |
honest behavior: intended scenario

(-a, -b) (@ @)

(-a,a-f+a)

Simplified Closing Game (Bitcoin)
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Game Theory

Game-Theoretic Models cs

y A chooses
H\ ° Chi if B ignores (), then funds are locked;
D if B signs (S), then both players get the closing benefit a.
@-sa)| N
B
E Il P
S

(dy+a-g-dg+a)

(-a, -b) (@ @)

(-a,a-f+a)

Simplified Closing Game (Bitcoin)
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Game Theory

Game-Theoretic Models cs

y A chooses
H
Ch / t D
/ (a-&a) \
7 B
I V4 P * H: poth players get benefits, but A waits for closing timeout;
/ S
¥ (dy+a-g-ds+a)
-a, -b a a
¢ ) (@9 (-a,a-f+a)

Simplified Closing Game (Bitcoin)
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Game Theory

Game-Theoretic Models cs

A chooses

e D: ifBignores (I), the funds of B are lost;

(-a, -b) (@ @)

(Faa-f+a if B proves (P) dishonest A, then funds A are given to B,
with transaction fee f paid.

Simplified Closing Game (Bitcoin)
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Game Theory

Game-Theoretic Models cs

A
7 s there a way to financially harm A?
D
(@-za)| N
B
B
1l P
! o s deviating rational?
¥ (dy+a-g-ds+a)

(-a, -b) (@ @)

(-a,a-f+a)

Simplified Closing Game (Bitcoin)
Honest behavior (C,,, S)
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Game Theory

Game-Theoretic Models cs

A
7 s there a way to financially harm A?
D :
Yes: (C,, 1), when a>0.
(@-za)| N
B
B
Il P
! o s deviating rational?
¥ (dy+a-g-ds+a)

(-a, -b) (@ @)

(-a,a-f+a)

Simplified Closing Game (Bitcoin)
Honest behavior (C,,, S)
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Game Theory

Game-Theoretic Models cs

p; (C,, S) is not ijz.amﬁme Faulk Toieram&@
_ 7 s there a way to financially harm A?
D Yes: (Cp, 1), when a>0.
(@-za)| N
B
B
1l P

! o s deviating rational?
¥ (dy+a-g-ds+a)

(-a, -b) (@ @)

(-a,a-f+a)

Simplified Closing Game (Bitcoin)
Honest behavior (C,,, S)
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Game Theory

Game-Theoretic Models cs

b (C,, S) is not sz.amﬁme Faulk Toteram&@
_ 7 s there a way to financially harm A?
D Yes: (Cp, 1), when a>0.
(@-50)] N
B
B
1l P
! o s deviating from (C,,, S) rational?

¥ (dg +a-&-dyg+a) No: (Cy, S) yields fair splits.
(-a, -b) (o @)
(-aa-f+a

Simplified Closing Game (Bitcoin)
Honest behavior (C,,, S)
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Game Theory

Game-Theoretic Models cs

b (C,, S) is not sz.amﬁme Faulk Toteram&@
_ 7 s there a way to financially harm A?
D Yes: (Cp, ), when a>0.
@-sa)]| N
B
B .
NG (Cn S) is Incentive Compatible V/
! > s deviating from (C;,, S) rational?
4 (ata-5dn*® No: (C,, S) yields fair splits.
2t (@ %) (-a,a-f+a)

Simplified Closing Game (Bitcoin)
Honest behavior (C,,, S)
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Game Theory

Game-Theoretic Models cs

b (C,, S) is not ijz.amﬁme Faulk Toieram&@

- 1_@ Is there a way to financially harm A?

D Yes: (Cp, 1), when a>0.
@-sa)| N
B
B .
1y N~? (C;,, S) is Incentive Campa&&bte \/
; o - s deviating from (C,,, S) rational?
(data sda?® No: (C,, S) yields fair splits.
(a5 (@ %) (-a,a-f+a)

Simplified Closing Game (Bitcoin) o .
Is deviating from (H) rational?
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Game Theory

Game-Theoretic Models cs

b (C,, S) is not sz.am&me Faulk ‘T’oteram&@

- 1_@ Is there a way to financially harm A?

D Yes: (Cp, 1), when a>0.
@-sa)| N
= B
NG (Cn S) is Incentive Compatible V/
; o - . s deviating from (C,,, S) rational?
(dy+a-&-ds +a) No: (C,, S) yields fair splits.
(a5 (@ %) (-a,a-f+a)

Simplified Closing Game (Bitcoin) o .
Is deviating from (H) rational?

Yes: (C,, S) yields better results for A.
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Game Theory

Game-Theoretic Models cs

A

]_Z

D
(a-ga) \

S

B

(C,, S) is not sz.am&me Faulk ‘T’oteram&@

Is there a way to financially harm A?
Yes: (C,, 1), when a>0.

Ly

(C;,, S) is Incentive Compa&ibi& \/

(dy+a-g-dg+a)

(-a, -b)

(@, a)

Informatics

Simplified Closing Game (Bitcoin)

ls deviating from (C,,, S) rational?
No: (C,, S) yields fair splits.

(-a,a-f+a)

(H) is not Incentive Compa&ibm ®

Is deviating from (H) rational?
Yes: (C,, S) yields better results for A.
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Game Theory

Game-Theoretic Models cs

A
H
e
(@-ca)| N ofo
p B

172NEG e dSC e
/ S 0N EaME
V4 (d,+a-z-d, +a) =

(-a, -b) (@ a)

(-a,a-f+a)

Simplified Closing Game (Bitcoin)
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(—a,a— f+a)

\i/r\ +o—€,—ds +(X/

N\ (a,a—¢) (ax,aa—¢g) /v

(a.a)/A p <(+ a)
(/7~/'+Oc.l))/ \(b/‘+a.

(—dp+o,dg+oa—¢)(—dp+a,

s,
(—a,a—f+ o) /

(dy+o—¢€,—dy+ )

\ (—a,a— f+a)

(dy+o—€,—dy+ @)

Closing Game (Bitcoin)

Nnformatics

(.o —¢) *’T/”J,lﬁ
(()zfg.(x)‘/%’/ﬂ4
(;f/ / (oot —¢€) "fo, f
)|
((—(ﬂ. (aeﬁ
(da ’ A4“/B

Blockchain Protocols as Games sz

Game Theory

(b—f+a,—b) 7/ )

(y—x+p+a,—y+x+p+a)

(p+o.p+o—e) /

(—dp+p+o,dg+p+oa—e¢)
(b—x—f+p+o.—b+x+p)

/ f
(—a—x+p,—b+x+p) /n

+a—€E.p+a
(—a—x+p.atx—f+p+a) /
(dy+p+a—¢e,—dys+p+a)

34

" B
(a.afy/
s //

P /

a—fro) T "/‘
(dy+o—€, —dy+ ) S y+a.—y+a) / ‘
/

) A

(—a,—b) (a—¢.a v

e——
(—dp+a.dg+o—¢) / A

(b—f+oa.—b)

(p+ra—ep+a) /

___B

_—
(dy+p+a—e,~di+p+a) /

(—a—x+p.atx—f+p+a)

(y—xtpta—ytxtpta)

(—a—x+p,—b+x+p)

(p +%f\
(b—x—f+p+a,—btx+p) /
(—dp+p+a.dg+p+a—¢)
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Veritying Game-Theoretic Models sz

1. Incentive Compatibility (IC)

honest behavior always rational

2. Byzantine Fault Tolerance (BFT)

honest players never harmed

e‘hly secure @
oo =

isfies priop®rties ‘

\_honest rational ) Byzantine
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Security of Closing Game csrzes

s therbramesbbesayaort .strategy that is ...

111 e = — incentive compatible?
; (/<fzz.(/f/'+a)"';' — [):)//\ ’ |
S S — Byzantine fault tolerant?

(b—x—f+p+o,—btx+p) L
. L | (=dp+p+a.dg+p+a—e)

Closing Game (Bitcoin)
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Automated Reasoning via SMT In Real ArithmetiC ccs 20

) Y,
I | secure
gamwé - L
(vh vl vudvud)A satisfiable
a>€€e>Dp,.. (—'UHV—'Vc)/\
ey . vy Vav, ) A
initial constraints ((—.vH y —.vD)) \ unsatisfiable
H C
S — —
(C S) (—lvc V—HJD) A\
h»
| (v, v ~ve) A not secure
honest behavior (—mD Vvl ) A
BFT 4
security property SMT constraints SMT solver
nformatics
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Automated Reasoning via SMT In Real ArithmetiC ccs 20

(”vach )/\

(_'UH \% —HJC ) N
(—mH \% —|UD) VAN
) . (—HJH \Y Ve, ) A\
A /)Z’ ‘ action V (=ve, v _'UD) A
‘?\3\;\ ‘ A (-ve . v _'vC c) A
AN N @-ew) @-ea,” /o] — —|17 Vv A
e Boolean variable (e i)
N (aa—fra)  (—aa—fra)

| 7
game SMT constraints

Is there a honest joint strategy? =

|s there a model?

Informatics
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(e, v vup) A(=vd v —wh) A (=vg, v —vh) A (mvf v avh),

A
/ H -
AN

/ .
VAR o , . (Cp)JOMtSTrategy constramt

ve, Avg ™,
B

Example: SMT Encoding cceszes

3 joint strategy Va, ¢, ... : BFT (a, €, ...honest behavior constraint

i / P
i/ \‘ S / BFT(a, €, s Ve, Vs )

(dy+a-¢g-dyg+a)
(-4, -b) (2, @) security property constraint
’ ’ (-a,a-f+a)

A 4

Simplified Closing Game (Bitcoin) model 2 honest jOiﬂt Stra’[egy
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CheCkM ate (CCS 2023)

v total orders of q, ¢, ... 3 joint stra

game

a>€€e>p,..

Initial constraints

unsatisfiable

>

?

(Ch,
& not Billed
honest behd
SMT constraints SMT solver missing total order
BFT
security property t I
—

yes
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Security of Closing Game — Revisited (s ss. cos zozs, toss 2024

=8 ls the honest behavior ...

— Incentive Compatible?\/

(—a.a—f+o) = : / p
¥ “ y/
S (day+a—¢e,—dy+a) /(vt+o,—y+o)
| 4

(—a,—b) (a—¢€,x)

J—

¥ — B A\
Sy (—dg+a.dg+o—¢g) > A

o rra — Byzantine fault tolerant? X

(p+a—ep+a)

v
B

(ds+p+o—¢e. —das+p+a) L

\s ( (—a—x+p.atx—f+p+a) [‘)
\ ( JE ’ . . .
— (B(bsecarids execution time (2023)
(—a .\+p.7/)~f\+p) p
;’ L (pt+oa.p+a—eg) |
T -
3 i (b—x—f+p+a,—btx+p) ///
. (e (=dp+p+a.dg+p+a—e)

(dy+ o — &, —dy]

Closing Game (Bitcoin)
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C h eC k I\/l ate (CCS 2023, LPAR 2024)

S i strategy fulfilled not fulfilled attacks
game
] satisfiable ‘ no
B2 EGE > Do (v vvd vud vl ) A

Initial constraints

(-vh v _'an) A o
(~wf v WD) A unsatisfiable ‘
— (~vhv-v2) A -
(Ch» S) (—v8, v -wh) A a

(ﬂv?h Vvl )A

o
honest behavior 7
SMT constraints SMT solver missing total order
BFT |
security propert;i/ t
yes
nformatics
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CheckMate

CheckMate - Input Structure ez

A )
{ "players™: [“A","B"],
actions™: ["H","D","C_h","S","I","P"],
H D "infinitesimals™: ["alpha™,"epsilon”],
“constants": ["a","b","c","f","d_A"],
T “initial constraints": ["alpha > epsilon™,"epsilon > 8",...],
I “property constraints”: {
B epon =t B “"weak_immunity™: ["a >= f"], BET
oo IR P “"weaker_immunity™: ["a >= "],
el “"collusion _resilience": [], } IC
/ \S wraeanin | "practicality™: ["a >= "]},
— “"honest_histories™: [["C_h","S"]]
'- e - — N 3
1l (dA+ Q'E, QA +a) "tree": {
(-a,-b) () L— S "player”: "A",
game (-aa-f+a) “children": |
{ "action": "H",
“"child": {"utility": [{"player": "A", “"walue": "alpha - epsilon”},
{"player”: "B", "walue": “alpha"}]}},
a>e€,€> P, .- { "action": "C_h",
- . “child": {"player™: “B",
initial constraints “children®: [{ "action": "I",
“child": {"utility": [{"player": "A", "walue": "-a"},
{"player”: "B", "walue": "-b"}]}},
(Ch! S) { "action": "S",
“child": {"utility": [{"player™: "A", "walue": "alpha"},
: {"player”: "B", "walue": "alpha"}]}}]}},
honest behavior [ "action™: D",
_ “child": {“"player": "B",
oET children™: [...]}}]}}

security property

nformatics 43 for(syte



CheckMate

CheckMate - Output Structure wear 2o

Calling CheckMate on Simplified Closing Game:
» add honest behavior (H)

e remove initial constrainta = f

WEAK IMMUNITY

honest behavior @ Is history [H] weak immune?
Require case split on (» (- a f) 9.@)
case splits Case [{(> (- a f) ©.8)] satisfies property.
Require case split on (= (- a f) 0.@)
Case [{(«= (- a f) 8.8), (= (- a f) ©.0)] satisfies property.
Case [{(«= (- a f) 8.0), (distinct (- a f) ©6.9)] violates property.
resylt  NO, it is not weak immune.

Is history [C_H,S5] weak immune?
Case [] wviolates property.
NO, it is not weak immune.
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CheckMate

CheckMate Features wemzo

github.com/apre-group/checkmate

S i < strategy extraction
game
(v vve Vi vl ) A
a>ee>p,.. ((:ZVV:Z)) . a no unsat case
. : — (-vf v w2 ) A
initial constraints (v Vﬂ,D),\
(_'vch Vg 2)A
(CnS) 4

precondition generation
T Ry SMT formula case spllttlng ><
generation engine

unsat case(s)

| BFT all unsat cases
security property
—_—
attack vector generation
nformatics
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Experimental Evaluation ez

current version \/ \/ initial prototype

Game Nodes Players Histories Time (vl) Time (vO0)

Splits,,; 5 2 3 0.03 0.35

game-theoretic | Splits,, 5 2 3 0.03 0.35
Market Entry 5 2 3 0.02 0.28

SoeheliE ssiees! Simpliﬁed Closiflg 8 2 2 0.02 0.26
Simplified Routing 17 5) 1 0.02 0.31

Pirate 52 4 40 1.07 27.08

Closing I 2 2 0.34 9.60

3-Player Routing 21,688 3 1 6.83 242.54

G (Figure 2) 5 2 1 0.02 0.18

Centipede 19 3 1 0.07 0.48

EBOS 31 4 1 0.02 0.53

Auction 92 4 1 0.11 1.72

Unlocking Routing 36,113 5 1 10.85 478.58

Tic Tac Toe Concise 58,748 2 1 107.84 254.87
Tic Tac Toe 549,946 2 1 TO TO

nformatics 8 forisyte!™



Summary — Game-Theoretic Security

iIncentive compatibility,

Byzarileakiviatance

automated game strategies, security proof

game analysis symbolic utilities,
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