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Can a malicious person steal my data?

Cryptographic Security

Do I want to share my data?

Game-Theoretic Security

Decentralized Protocols – Complementary Views of Security
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Can a malicious person steal my data?

Cryptographic Security

Do I want to share my data?

Game-Theoretic Security

Decentralized Protocols – Complementary Views of Security

CryptoVampire (S&P 2024)
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Do I want to share my data?

Game-Theoretic Security

Decentralized Protocols – Game-Theoretic Security Analysis
This talk
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Do I want to share my data?

Game-Theoretic Security

Decentralized Protocols – Game-Theoretic Security Analysis

What are my economic
gains/incentives doing so?
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Do I want to share my data?

Game-Theoretic Security

Decentralized Protocols – Game-Theoretic Security Analysis

Acting honestly
should be the best. 

What are my economic
gains/incentives doing so?
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Do I want to share my data?

Game-Theoretic Security

Decentralized Protocols – Game-Theoretic Security Analysis

What are my economic
gains/incentives doing so?

Acting honestly
should be the best. Honest players 

are never 
harmed.

Deviation from 
a protocol

is not rational.
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Decentralized Protocols – Game-Theoretic Security Analysis

Honest players 
are never 
harmed.

Byzantine Fault Tolerance

Incentive Competability

Deviation from 
a protocol

is not rational.

Game-Theoretic
Security



blockchain protocoldeveloper security verification deployment on chain

1. cryptographic security 2. game-theoretic security

Our Vision: Automated Game-Theoretic Security Reasoning



Automated Game-Theoretic Security Reasoning
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Game-Theoretic Models (CSF 2023)

Game Theory
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Simplified Closing Game (Bitcoin)

players: 𝐴 and 𝐵

actions: 𝐶!, 𝐻, 𝐷, 𝐼, 𝑆 and 𝑃
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Simplified Closing Game (Bitcoin)

players: 𝐴 and 𝐵

actions: 𝐶!, 𝐻, 𝐷, 𝐼, 𝑆 and 𝑃

Close collaboratively and honestly: 
yielding fair split
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Simplified Closing Game (Bitcoin)

players: 𝐴 and 𝐵

actions: 𝐶!, 𝐻, 𝐷, 𝐼, 𝑆 and 𝑃

Close unilaterally and honestly, 
do not consider previous moves.
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Simplified Closing Game (Bitcoin)

players: 𝐴 and 𝐵

actions: 𝐶!, 𝐻, 𝐷, 𝐼, 𝑆 and 𝑃

Close unilaterally and dishonestly, 
with profits dA for A and dB for B



Game-Theoretic Models (CSF 2023)

Game Theory

17

Simplified Closing Game (Bitcoin)

players: 𝐴 and 𝐵

actions: 𝐶!, 𝐻, 𝐷, 𝐼, 𝑆 and 𝑃

Ignore previous action and 
do nothing
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Simplified Closing Game (Bitcoin)

players: 𝐴 and 𝐵

actions: 𝐶!, 𝐻, 𝐷, 𝐼, 𝑆 and 𝑃

Sign collaborative closing of the 
other player
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Simplified Closing Game (Bitcoin)

players: 𝐴 and 𝐵

actions: 𝐶!, 𝐻, 𝐷, 𝐼, 𝑆 and 𝑃

Prove other player tried to close 
dishonestly
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Simplified Closing Game (Bitcoin)

players: 𝐴 and 𝐵

actions: 𝐶!, 𝐻, 𝐷, 𝐼, 𝑆 and 𝑃

utilities: (𝑢", 𝑢#), terms of reals

- benefit of closing a channel: 𝜶>0
- opportunity cost: 𝜀>0 (cost of closing)
- transaction fee: f>0
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Simplified Closing Game (Bitcoin)

players: 𝐴 and 𝐵

actions: 𝐶!, 𝐻, 𝐷, 𝐼, 𝑆 and 𝑃

utilities: (𝑢", 𝑢#), terms of reals

joint strategy: one action per node

honest behavior: intended scenario



𝐴 chooses

• Ch: if 𝐵 ignores (I), then funds are locked;

if B signs (S), then both players get the closing benefit 𝜶. 

Game-Theoretic Models (CSF 2023)

Game Theory

22

Simplified Closing Game (Bitcoin)



𝐴 chooses

• H: both players get benefits, but A waits for closing timeout; 

Game-Theoretic Models (CSF 2023)

Game Theory

23

Simplified Closing Game (Bitcoin)



𝐴 chooses

• D:  if B ignores (I), the funds of B are lost; 

if B proves (P) dishonest A, then funds A are given to B, 
with transaction fee f paid. 

Game-Theoretic Models (CSF 2023)

Game Theory
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Simplified Closing Game (Bitcoin)
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Simplified Closing Game (Bitcoin)

Is there a way to financially harm A?

Is deviating rational?

Honest behavior (Ch, S)
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Simplified Closing Game (Bitcoin)

Is there a way to financially harm A?
Yes: (Ch, I), when a>0.

Is deviating rational?

Honest behavior (Ch, S)
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Simplified Closing Game (Bitcoin)

Is there a way to financially harm A?
Yes: (Ch, I), when a>0.

Is deviating rational?

(Ch, S) is not Byzantine Fault Tolerant⨂

Honest behavior (Ch, S)
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Simplified Closing Game (Bitcoin)

Is there a way to financially harm A?
Yes: (Ch, I), when a>0.

Is deviating from (Ch, S) rational?
No: (Ch, S) yields fair splits. 

(Ch, S) is not Byzantine Fault Tolerant⨂

Honest behavior (Ch, S)
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Simplified Closing Game (Bitcoin)

Is there a way to financially harm A?
Yes: (Ch, I), when a>0.

Is deviating from (Ch, S) rational?
No: (Ch, S) yields fair splits. 

(Ch, S) is Incentive Compatible ✓

(Ch, S) is not Byzantine Fault Tolerant⨂

Honest behavior (Ch, S)
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Simplified Closing Game (Bitcoin)

Is there a way to financially harm A?
Yes: (Ch, I), when a>0.

Is deviating from (Ch, S) rational?
No: (Ch, S) yields fair splits. 

(Ch, S) is Incentive Compatible ✓

(Ch, S) is not Byzantine Fault Tolerant⨂

Is deviating from (H) rational?
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Simplified Closing Game (Bitcoin)

Is there a way to financially harm A?
Yes: (Ch, I), when a>0.

Is deviating from (Ch, S) rational?
No: (Ch, S) yields fair splits. 

(Ch, S) is Incentive Compatible ✓

(Ch, S) is not Byzantine Fault Tolerant⨂

Is deviating from (H) rational?
Yes: (Ch, S) yields better results for A. 



Game-Theoretic Models (CSF 2023)

Game Theory

32

Simplified Closing Game (Bitcoin)

Is there a way to financially harm A?
Yes: (Ch, I), when a>0.

Is deviating from (Ch, S) rational?
No: (Ch, S) yields fair splits. 

(Ch, S) is Incentive Compatible ✓

(Ch, S) is not Byzantine Fault Tolerant⨂

Is deviating from (H) rational?
Yes: (Ch, S) yields better results for A. 

(H) is not Incentive Compatible ⨂



Game-Theoretic Models (CSF 2023)
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Simplified Closing Game (Bitcoin)

Is there a way to financially harm A?
Yes: (Ch, I), when a>0.

Is deviating rational?
No: (Ch, S) yields fair splits. 

. 

Symbolic 
execution/reasoning 

on games!



Blockchain Protocols as Games (CSF 2023)

Closing Game (Bitcoin)
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Game Theory

Huge game tree!



protocol is game-theoretically secure
iff

honest behavior satisfies properties

Verifying Game-Theoretic Models (CSF 2023)
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rational Byzantinehonest

1.  Incentive Compatibility (IC)

honest behavior always rational

2.  Byzantine Fault Tolerance (BFT)

honest players never harmed

1.  Incentive Compatibility (IC)

honest behavior always rational

2.  Byzantine Fault Tolerance (BFT)

honest players never harmed

==

Security Reasoning



Security of Closing Game (CSF 2023)

Closing Game (Bitcoin)

Is there an honest joint strategy that is …

- incentive compatible?

- Byzantine fault tolerant?

36

trillions of joint strategies

Is the honest behavior …

- incentive compatible?

- Byzantine fault tolerant?

Security Reasoning



𝑣!
∅ ∨ 𝑣#!

∅ ∨ 𝑣$
∅ ∨ 𝑣#"

∅ ∧
¬𝑣!

∅ ∨ ¬𝑣#!
∅ ∧

¬𝑣!
∅ ∨ ¬𝑣$

∅ ∧
¬𝑣!

∅ ∨ ¬𝑣#"
∅ ∧

¬𝑣#!
∅ ∨ ¬𝑣$

∅ ∧
¬𝑣#!

∅ ∨ ¬𝑣#"
∅ ∧

¬𝑣$
∅ ∨ ¬𝑣#"

∅ ∧
…

SMT constraints SMT solver

secure

not secure

satisfiable

unsatisfiable

37

Automation

𝛼 > 𝜖, 𝜖 > 𝜌,…

initial constraints

(𝐶!, 𝑆)

honest behavior

BFT
security property

game

Automated Reasoning via SMT in Real Arithmetic (CCS 2023)



game

𝑣!
∅ ∨ 𝑣#!

∅ ∨ 𝑣$
∅ ∨ 𝑣#"

∅ ∧
¬𝑣!

∅ ∨ ¬𝑣#!
∅ ∧

¬𝑣!
∅ ∨ ¬𝑣$

∅ ∧
¬𝑣!

∅ ∨ ¬𝑣#"
∅ ∧

¬𝑣#!
∅ ∨ ¬𝑣$

∅ ∧
¬𝑣#!

∅ ∨ ¬𝑣#"
∅ ∧

¬𝑣$
∅ ∨ ¬𝑣#"

∅ ∧
…

SMT constraints

Is there a honest joint strategy? Is there a model?⟺

action
≙

Boolean variable
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Automation

Automated Reasoning via SMT in Real Arithmetic (CCS 2023)



Example: SMT Encoding (CCS 2023)

Simplified Closing Game (Bitcoin)

…,

𝑣!!
∅ ∨ 𝑣#

∅ ∨ 𝑣$
∅ ∧ ¬𝑣!!

∅ ∨ ¬𝑣#
∅ ∧ ¬𝑣!!

∅ ∨ ¬𝑣$
∅ ∧ ¬𝑣#

∅ ∨ ¬𝑣$
∅ ,

𝑣!!
∅ ∧ 𝑣!

(#"),𝑣!!
∅ ∧ 𝑣!

(#"),

∀𝛼, 𝜖, … : BFT 𝛼, 𝜖, … , 𝑣!!
∅ , 𝑣#

∅ , …

security property constraint

honest behavior constraint

∀𝛼, 𝜖, … : BFT 𝛼, 𝜖, … , 𝑣!!
∅ , 𝑣#

∅ , …

model ≙ honest joint strategy

39

joint strategy constraint

∃ joint strategy ∀𝛼, 𝜖, … : 𝐵𝐹𝑇(𝛼, 𝜖, … )

Automation



CheckMate (CCS 2023)

game

𝛼 > 𝜖, 𝜖 > 𝜌,…

initial constraints

(𝐶!, 𝑆)

honest behavior

SMT constraints SMT solver

unsatisfiable

fulfilled

not fulfilled

satisfiable

BFT
security property

𝑣!
∅ ∨ 𝑣#!

∅ ∨ 𝑣$
∅ ∨ 𝑣#"

∅ ∧
¬𝑣!

∅ ∨ ¬𝑣#!
∅ ∧

¬𝑣!
∅ ∨ ¬𝑣$

∅ ∧
¬𝑣!

∅ ∨ ¬𝑣#"
∅ ∧

¬𝑣#!
∅ ∨ ¬𝑣$

∅ ∧
¬𝑣#!

∅ ∨ ¬𝑣#"
∅ ∧

…

incomplete!
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∀ 𝛼, 𝜖, … ∃ joint strategy : 𝐵𝐹𝑇(𝛼, 𝜖, … )
∃ joint strategy ∀ 𝛼, 𝜖, … : 𝐵𝐹𝑇(𝛼, 𝜖, … )

missing total order

yes

no

not fulfilled

∀ total orders of 𝛼, 𝜖, …∃ joint strategy ∀ 𝛼, 𝜖, … in total order: 𝐵𝐹𝑇(𝛼, 𝜖, … )

Automation

sound and complete



Security of Closing Game – Revisited (CSF 2023, CCS 2023, LPAR 2024)

Closing Game (Bitcoin)

5 minutes execution time (2022)

41

Is the honest behavior …

- incentive compatible? ✓

- Byzantine fault tolerant? ⨂

Automation

30 seconds execution time (2023)0.3 seconds execution time (2024)



CheckMate (CCS 2023, LPAR 2024)

game

𝛼 > 𝜖, 𝜖 > 𝜌,…

initial constraints

(𝐶!, 𝑆)

honest behavior

SMT constraints SMT solver

unsatisfiable

missing total order

yes

no

fulfilled not fulfilled

satisfiable

BFT
security property

𝑣!
∅ ∨ 𝑣#!

∅ ∨ 𝑣$
∅ ∨ 𝑣#"

∅ ∧
¬𝑣!

∅ ∨ ¬𝑣#!
∅ ∧

¬𝑣!
∅ ∨ ¬𝑣$

∅ ∧
¬𝑣!

∅ ∨ ¬𝑣#"
∅ ∧

¬𝑣#!
∅ ∨ ¬𝑣$

∅ ∧
¬𝑣#!

∅ ∨ ¬𝑣#"
∅ ∧

…

attacks

42

strategy

Automation



CheckMate - Input Structure (LPAR 2024)
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CheckMate

game

𝛼 > 𝜖, 𝜖 > 𝜌,…

initial constraints

(𝐶!, 𝑆)

honest behavior

BFT
security property

BFT
security property

BFT

IC



CheckMate - Output Structure (LPAR 2024)
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CheckMate

property

honest behavior

case splits

result

Calling CheckMate on Simplified Closing Game: 

• add honest behavior (H)

• remove initial constraint 𝑎 ≥ 𝑓



CheckMate Features (LPAR 2024)

game

𝛼 > 𝜖, 𝜖 > 𝜌,…

initial constraints

(𝐶!, 𝑆)

honest behavior SMT formula 
generation

case splitting 
engine

BFT
security property

𝑣!
∅ ∨ 𝑣#!

∅ ∨ 𝑣$
∅ ∨ 𝑣#"

∅ ∧
¬𝑣!

∅ ∨ ¬𝑣#!
∅ ∧

¬𝑣!
∅ ∨ ¬𝑣$

∅ ∧
¬𝑣!

∅ ∨ ¬𝑣#"
∅ ∧

¬𝑣#!
∅ ∨ ¬𝑣$

∅ ∧
¬𝑣#!

∅ ∨ ¬𝑣#"
∅ ∧

…
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unsat case(s)

CheckMate

Z3

no unsat case

strategy extraction

attack vector generation

precondition generation

all unsat cases

github.com/apre-group/checkmate



Experimental Evaluation (LPAR 2024)
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game-theoretic

blockchain protocol

initial prototypecurrent version

Evaluation



Summary – Game-Theoretic Security
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security proofgame strategies,
symbolic utilities,

…

automated 

game analysis

incentive compatibility,

Byzantine fault toleranceCheckMate


