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[CGGI20] I. Chillotti, N. Gama, M. Georgieva, M. Izabachene. TFHE: Fast Fully Homomorphic Encryption over the Torus. Journal of Cryptology 2020.
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[CGGI20] I. Chillotti, N. Gama, M. Georgieva, M. Izabachene. TFHE: Fast Fully Homomorphic Encryption over the Torus. Journal of Cryptology 2020.
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[CJP21] llaria Chillotti, Marc Joye, and Pascal Paillier. Programmable bootstrapping enables efficient homomorphic inference of deep neural networks. In CSCML 2021
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dimension Modulus

Security I (n, /I,Q) > Ognc Using the lattice estimator

Security level Minimal standard
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[GBA21] A. Guimaraes, E. Borin, D. Aranha. Revisiting the functional bootstrap in TFHE. IACR Transactions on Cryptographic Hardware and Embedded Systems




for (T)FHE

& Larger Precision

Parameter Optimization

FHE Parameter
Optimization

CJP vs GBA



Ll
L
LL
o~
-
N
S
o)
[T
c
Ig
R
O
Q
|
(a
S
Q
O
S
©
-l
o
c
o)
I;
©
IN
S
]
o
@)
S
Q
wjd
Q
S
©
S
©
(a

‘--------

‘--------’

i H H H H H H H H H H H H H H H H H H H = =H =H =H =H

H = I = = = = =N =N =N =N N =N N N

‘------------------------

E BN BN BN BN BN BN BN BN BN BN B B = m -

1
$



-awdare comparison

Context

HE = H = H H H H H FE H =H H H H = = 5 =B =B =H = = =B =B =B = = =B =B = = = =
‘----------------------------------'

3JH4 (L) 10} uoisidaiad 19b6.1e7 » uoneziwndQ J9laweled




Ll
L
LL
o~
-
N
S
o)
[T
c
lg
2
O
Q
|
(a
S
Q
O
S
©
-l
o
c
o)
I;
©
IE
S
-
o
@)
S
Q
wjd
Q
S
©
S
©
(a

35.0

32.5

30.0

27.5
25.0

-9- QP21
—+— GBAZ21: 2 blocks
v GBA21: 3 blocks
logz(v) =6

Efficient alternative to
TFHE PBS above 5 bits

1 3 5 7 9 11 13 15
Precision (bit)

R /
| Allows bigger precision
(up to 21 bits)
Large precision are very
costly
' ' ' Cost(21 bits) =~ 2! - Cost(5 bits)
17 19 21



Overview

WoP-PBS

N

m_._n_A._.v 10} UOISIO9.id ._wm._ml_ >4 CO_“_.GN_E___.QO Jolawieled

30



Ll
L
LL
o~
-
N
S
o)
[T
c
Ig
R
O
Q
|
(a
S
Q
O
S
©
-l
o
c
o)
I;
©
IE
S
]
o
@)
S
Q
wjd
Q
S
©
S
©
(a

CJP

GBA

This work I

1 message

1 message

1 message

1 ciphertext

K ciphertexts

1 m
ml a 1 fl

K ciphertexts



(7))
jd
X
e ‘ IIIIIIIIIIIIIII
ﬂ A
) ! ,
h - .‘ ............................................. -
m- «Q . € «Q - .
C ~N a ~ — N -
m " ~ N~ X i
m ﬂ m m m o 06 o m "
7 : .
G - ...................................... -
- ........... -
. i
. i
. i
. i
1 _I :
= D "
] .
i

GGSW Ciphertexts

LWE Ciphertexts

3JH4 (L) 10} uoisidaiad 19b6.1e7 » uoneziwndQ J9laweled




WoP-PBS

Comparisons

N

m_._n_A._.v 10} UOISIO9.id ._wm._ml_ >4 CO_“_.GN_E___.QO Jolawieled

KX



1
-mout
[ ]
@)

K

Mt

[ ]
@)

Ll
L
LL
o~
-
N
S
o)
[T
c
lg
2
O
Q
|
(a
S
Q
O
S
©
-l
o
c
o)
I;
©
IE
S
-
o
@)
S
Q
wjd
Q
S
©
S
©
(a

4

‘----------------

% 264

possible parameters

.---------------------------------------------




Ll
L
LL
o~
-
N
S
o)
[T
c
lg
2
O
Q
|
(a
S
Q
O
S
©
-l
o
c
o)
I;
©
IE
S
-
o
@)
S
Q
wjd
Q
S
©
S
©
(a

35.0

32.5

30.0

27.5
25.0

-9- QP21
—+— GBAZ21: 2 blocks
v GBA21: 3 blocks
logz(v) =6

Efficient alternative to
TFHE PBS above 5 bits

1 3 5 7 9 11 13 15
Precision (bit)

R /
| Allows bigger precision
(up to 21 bits)
Large precision are very
costly
' ' ' Cost(21 bits) =~ 2! - Cost(5 bits)
17 19 21



Ll
L
LL
o~
-
N
S
o)
[T
c
lg
2
O
Q
|
(a
S
Q
O
S
©
-l
o
c
o)
I;
©
IE
S
-
o
@)
S
Q
wjd
Q
S
©
S
©
(a

)

o

Cost (lo

45.0

42.5

40.0

37.5

35.0

32.5

30.0

27.5
25.0

CJP21
GBA21: 2 blocks

- GBA21: 3 blocks

this work: 1 block
this work: 2 blocks

- this work: 4 blocks

logz(v)=06

Lt

Efficient alternative to
GBA-PBS above 10 bits

Allows bigger precision
(up to 24 bits)

Large precision are less
costly

11 13 15
Precision (bit)

17

19 2

1 23

Cost(21 bits) ~ 287 - Cost(5 bits)
~ 212 . Cost(5 bits)



Parameter Optimization & Larger Precision for (T)FHE

37

Conclusion

Other results



Ll
L
LL
o~
-
N
S
o)
[T
c
lg
2
O
Q
|
(a
S
Q
O
S
©
-l
o
c
o)
I;
©
IE
S
-
o
@)
S
Q
wjd
Q
S
©
S
©
(a

Large Integers

CRT, radix, hybrid encoding

Failure Probability

AP and graph level

PBS Insertion

In Dot Product

WoP-PBS Analysis

LMP, this work

KS Position

CJP, CGGl, KS-free

Several KSK/BSK

CJP




Future Work

Conclusion

N

m_._n_A._.v 10} UOISIO9.id ._wm._ml_ >4 CO_“_.GN_E___.QO Jolawieled

39



Ll
L
LL
o~
-
N
S
o)
[T
c
lg
2
O
Q
|
(a
S
Q
O
S
©
-l
o
c
o)
I;
©
IE
S
-
o
@)
S
Q
wjd
Q
S
©
S
©
(a

Better Cost Model

In the paper: algorithmic complexities

Multi Parameter Sets

In the paper: only one parameter set

Better Noise Model

In the paper: from [CLOT21]

Graph Comparison

Real use cases
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