
I. Introduction 



Goal: Access Control in a company 



Properties 

Is recognized as an employee of 

the company 

• Authentication: 



Properties 

Is recognized as an employee 

of the company 
• Authentication: 

• Authorization: 

Has access 

to room number N at time T ? 



Properties 

Is recognized as an employee 

of the company 
• Authentication: 

• Authorization: 
Has access 

to room number N at time T 

• Anonymity: The identity of Po 

is not revealed to the server 



Properties 

Is recognized as an employee 

of the company 
• Authentication: 

• Authorization: 
Has access 

to room number N at time T 

• Anonymity: The identity of Po 

is not revealed to the server 

• Non-traceability: The server cannot know if it is 

the same person 



Outline 

II. Simplified protocol 

 

III. Properties 

 

IV. Adversarial Model 

 

V. Primitives 

 

VI. Protocol 

 

VII. Advanced properties 

 

VIII. Discussion  



II. Simplified Protocol 



Simplified Protocol 



Simplified Protocol 

• Authentication 

as an employee 

 

• Integrity 



Simplified Protocol 

Signature 

• Authentication 

as an employee 

 

• Integrity 



Simplified Protocol 

Signature 

• Verification of 

attributes 

 

• Access  



Simplified Protocol 

Signature 

Access Control 

• Verification of 

attributes 

 

• Access  



Simplified Protocol 

Signature 

Access Control 



Signature 

Access Control 



Access Control 

Signature 

What are these ? 
 

 



Signature 
 

• Authentication: Authentify the signer 

 

• Unforgeability: Cannot forge a signature without 

secret information 

 

• Integrity: Ensure the authenticity of a message 

 

• Non-Repudiation: The Signer cannot question his 

signature 
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Access Control 

(ABE) 

 

 

 

Signature 

Data 1 

- Door: 3 

- Time: Afternoon 

Data 2 

- Door: 2 

- Time: Morning 

- Doors:  2, 3 

- Morning 

Diane 

• A user must be able to open a door it 

has access too 

 

• A user cannot enter a door it has not 

access too 
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Authentication 

How to achieve the remaining 

properties 
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Soundness 

If Po does not have the right a then the server will not 

validate a request that requires the right a 

Open door 5 
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Non traceability 

The server is not able to distinguish between two 

employees 
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Local traceability by the server 

The server should not authorize an employee to do 

strictly more than one action in a small laps of time 

(Say one minute) 

Action 

30 seconds later 

Action It is the same 

employee !! 

The server cannot identify that is the same employee if the 

time between the two actions is greater than one minute ! 



Identification by an authority 

A predefined authority independent of the server can 

reveal the identity of an employee 



IV. Environment 
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Adversary: 
 

• Listen  

 

• Build & send 

messages 

 Corruption: 

 

• Collusion 

• Static Corruption 

Semi-Honest 

Server: 

 

• Honest: answers 

honestly to 

queries 

 

• But curious: tries 

to learn 

information 

 



V. Primitives 



In a group G of prime order p, it states that the two following distributions are computationally 

indistinguishable: 

Definition:  Decisional Diffie-Hellman (DDH) Assumption 

Definition:  Square Discrete Logarithm Assumption 

Warmup 
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1. Signature Scheme 
 • Construction 

Definition: Bilinear Pairing  



2. Anonymous Randomizable Signature 

• Definition 

Additional Property: 

• Anonymous: Cannot link a signature with the identity of the signer 

Key Idea: Hide the identity of a user in an Anonymous Ephemeral Identities 



2. Anonymous Randomizable Signature 

• Construction: Warmup  

Decisional Square Diffie-Hellman (DSqDH) Assumption 

In a group G of prime order p, it states that the two following distributions are computationally 

indistinguishable: 

Definition:  
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2. Anonymous Randomizable Signature 
• Construction 

Main intuition: 

Randomized key 



3. Attribute-based Encryption Scheme 

• Definition 

Definition: Access structure 

Encrypt(m,Att 4, mpk) Encrypt(m,Att 3, mpk) 

m 



VI. Protocol 
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Randomization: Auth Verification: 

and 

and 

Authorization 



 

 

 

 

 

 

Randomization: Auth Verification: 

Access Control Challenge: 

Access Control Proof: 

Access Control Verification: 

and 

and 



Ephemeral Signing Key: a malicious employee appears! 

As long as I have the capability to access 

a room queried by an employee, I can 

impersonate him and open the door ! 
 



             A Malicious Employee attacks 

Randomization: Auth Verification: 

Access Control Challenge: 

Access Control Verification: 



Solution: 
Ephemeral Signature  
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 part of the transcript 



 

 

 

 

 

 

Randomization: Auth Verification: 

Access Control Proof: 

Access Control Verification: 

and 

and 

Access Control Challenge: 



             A Malicious Employee is back 

Using the Signature Homomorphism the 

Malicious Employee records messages 

and then creates a valid signature. 



 

 

 

 

 

 



 

 

 

 

 

 



 

 

 

 

 

 



 

 

 

 

 

 

Randomization: Auth Verification: 

Access Control Proof: 

Access Control Verification: 

and 

and 

Access Control Challenge: 



Last Property: Enabling Partial Traceability 

0 



 

 

 

 

 

 

Randomization: Auth Verification: 

Access Control Proof: 

Access Control Verification: 

and 

and 

Access Control Challenge: 
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•Definition 
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Tracing authority can revoke anonymity (traceability), and publish the identity of the guilty, without 
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Tracing Authority 



VIII. Discussion 



• Anonymity towards the server. 

• Local traceability but non global traceability towards the server. 

• Traceability or identification (as wanted) towards the authority. 

 

What does the protocol Accomplishes ? 



Limitations ? 

• 1-collusion : If two adversaries that are employees collaborate, one 
can sign and the other get access.  

 

• If one uses the CoverCrypt implementation for the ABE, two 
adversaries that are employees can create a third unknown key that 
give access to the union of their rights. Although one of them must 
sign. 




