|. Introduction




Goal: Access Control in a company




Properties

e Authentication:

@ ;

< %

Is recognized as an employee of
the company




Properties

Is recognized as an employee

* Authentication: of the company

e Authorization:

Has access V
to room number N attime T ? x




Properties

Is recognized as an employee
of the company

e Authentication:

Has access
to room number N attime T

e Authorization:

° Anonymity. The identity of Po
] is not revealed to the server




Properties

Is recognized as an employee
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e Authentication:

Has access
to room number N attime T

e Authorization:

The identity of Po
is not revealed to the server

* Non-traceability: 2 xﬂ‘eSe;‘ézrscaar:(:";e'fs‘gr‘f‘tiS
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Signature

What are these ?

Access Control

y



> Signature

* Authentication: Authentify the signer

e Unforgeability: Cannot forge a signature without
secret information

* Integrity: Ensure the authenticity of a message

* Non-Repudiation: The Signer cannot question his
Access Control signature

y



* A user must be able to open a door it
has access too
Signature .
& e A user cannot enter a door it has not
access too

4 )
Data 1
—— - Door: 3 x
- Time: Afternoon
Diane - J
Access Control
(ABE) - Doors.: 2,3
- Morning
4 )
Data 2

- Door: 2
\ - Time: Morning




Properties Recap

V Authentication as an V Access Control through
employee Attributes

Execution
. ] i
x Anonymity x Non-Traceability X Authentication




How to achieve the remaining

properties




1l. Veritied Properties




Authenticity
Po can prove to the server that he is an employee of
the company
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Open the door
number 10

Authenticity
Po can prove to the server that he is an employee of
the company

Integrity
Alteration of messages is detected by the server
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If Po has the right a then the server validates the
L requests linked to it
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Correctness
If Po has the right a then the server validates the
L requests linked to it
= \ Open door 4
Attributes :
Door 1, 4,7
J

Soundness
If Po does not have the right a then the server will not
validate a request that requires the right a

Open door 5

Attributes :
Door 1, 4,7




Anonymity
The server is not able to reveal the identity of the
employee




Anonymity
The server is not able to reveal the identity of the
employee

Non traceability
The server is not able to distinguish between two
employees




4 )

Local traceability by the server
The server should not authorize an employee to do
strictly more than one action in a small laps of time
\ (Say one minute) )

v

X
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Local traceability by the server
The server should not authorize an employee to do
strictly more than one action in a small laps of time
\ (Say one minute) )

v

= n .

The server cannot identify that is the same employee if the
time between the two actions is greater than one minute !




Identification by an authority
A predefined authority independent of the server can
reveal the identity of an employee

8 o~ A




V. Environment




Protocol floating
in
its Environment
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Semi-Honest
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* Listen
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5)
g Adversary:

Listen

Build & send
messages

Corruption:

Collusion
Static Corruption

Semi-Honest
Server:

Honest: answers
honestly to
qgueries

But curious: tries
to learn
information



V. Primitives




Warmup

Definition: Square Discrete Logarithm Assumption

In a group G of prime order p, it states that for any generator g, giveny = g* and z = gxz, it

is computationally hard to recover x.

Definition: Decisional Diffie-Hellman (DDH) Assumption

In a group G of prime order p, it states that the two following distributions are computationally
indistinguishable:

Dah ={(9*,9%9) g <* G ab1,} G ={(9%9%.99):9 <*G,xyz L)




1. Signature Scheme
* Definition

e Setup(1%) - param

* Keygen(param) — (sk,vk)

* Sign(m,sk)—> o

* Verify(o, m, vk) — 1if o valid relative to vk, 0 otherwise.

pon -
o,m oon ]
> oo

o <Sign(m, sk) 0/1 «Verify(o, m, vk)

Properties:

* Unforgeabelity: Cannot forge a signature without sk

* Integrity: Ensure the authenticity of a m

* Non-repudiation: The signer cannot question his signature




1. Signature Scheme

 Construction

Setup(1%): Generator g,, Hash function H: {0,1}* - G;.
Keygen(g, H): Pick sk ¥ L, and compute vk = gk,

Sign(m, sk): Compute h « H(m) € G, and o « h5¥.

Verify(o, m, vk): Compute h « H(m) and verifies that e(o, g) = e(vk, h).

Definition: Bilinear Pairing

Let q be a prime number. Let G4, G, two additive cyclic group of order q, and let G another cyclic
group of order q written multiplicatively. A pairingis a map e: G;XG, = G which satisfies the
following properties:

1. (bilinearity) V a,b € F;,u € G1,v € G,: e(u®, v?) = e(u, v)?

2. (non-degeneracy) e(u,u) # 1

3. (computability) e can be efficiently computed.




2. Anonymous Randomizable Signature

e Definition

Key Idea: Hide the identity of a user in an Anonymous Ephemeral Identities

e Setup(1%) -» param

* Keygen(param) — (sk,vk)

* GenTag(param) - (7,71)

* Sign(m,sk,7)—> o

* Verify(o, T, m,vk) — 1if o valid relative to vk and 7, 0 otherwise.

* RandSign(o, T, m, vk, @) = o' on m under the randomized tag t’ and the same key vk.

Additional Property:
 Anonymous: Cannot link a signature with the identity of the signer




2. Anonymous Randomizable Signature

* Construction: Warmup

Definition: Decisional Square Diffie-Hellman (DSgDH) Assumption

In a group G of prime order p, it states that the two following distributions are computationally
indistinguishable:

2
Dsqdh ={(9.9%.97 )9 <* Gx <*L,} G ={(g.9%.97)9 <*G,x,y <* Ly}




2. Anonymous Randomizable Signature
O

* Construction AN
Authority -
param = (G1,G5,Gr,P,91, 92, €) pon -]
* Keygen(param): Salmpli ssz (t Slu 127) P EEIE—‘
o P oon -]

and set vk = (g%, g%, 9%, 9") -

ProverAVerifier
sk vk

* GenTag(param): Randomly choose a generator h P G4

and T « Z;‘, and set 7 = (h, ht, hfzj € 613.

* Sign(m, sk, 7): Compute o = 7™ xTEXTY m,o,T

>
* Verify(o,m, t, vk, g): Check if
e(o,9) =’ e(ty, vk,. vki). e(1,, vks). e(t3, vks)



2. Anonymous Randomizable Signature

e Construction (%

Authority
param = (GIJ GZ! GTJ P,91, 92, 6’)
« Keygen(param): Sample sk = (¢,s,u,v) «* Zf,
and set vk = (g%, g%, 9%, 9")

ProverAVerifier
sk vk

GenTag(param): Randomly choose a generator h P G4
and 7 « Z} and set 7 = (h,h*, k") € G§.

Sign(m, sk, 7): Compute o = T ™S XY X1} m,o,T
>
RandSign(o, T, m, vk, a): Return signature ¢ * Verify(o, n;i., T, vk, g): Ch‘?ﬁk if
on m under the tag ¢ m,c%, 1% e(o,g) =" e(ty, vky.vk7"). e(T2, vk3). e(T3, Vk,)

>

* Verify(c%, m, 1%, vk, g): Check if
e(0%,g) =" e(rf, vk, vk3").e(t5, vks).e(15, vk,)



2. Anonymous Randomizable Signature
* Construction
param = (Gy, Gy, G7,D, 91,92, €)

* Sign(m, sk, 7): Compute o = Ti*™Sx7¥xTY m,o,T
>
* Verify(o,m, t, vk, g): Check if
* RandSign(a, T, m, vk, a): Return signature o ° o e(o,9) =’ e(14, vk,. vki).e(t,,vks). e(15,vks)
on m under the tag 7% m,c”,T
>

« Verify(oc%, m,t% vk, g): Check if
e(c% g) =" e(t%, vk, vkI). e(t5 ,vks3).e(1S, vks)

Main intuition: e(c% g) = e(t%vk) = e(r,vk%) = e(t, g**%)

(bilinearity) V a,b € Fj,u € G, v € Gy: e(u®, v?) = e(u, v)*




3. Attribute-based Encryption Scheme

e Definition

Definition: Access structure
Let ‘U be a set of attributes. An access structure A is a collection of non-empty subset of U.

ﬁ% A = {Att 4, Att 5)
Setup(14) » (mpk, msk)

* Keygen(A,msk, mpk) — dky /k\

* Encrypt(m,y, mpk) - ct,

* Decrypt(cty, dky, mpk) - mify € A eV ARS et

v X




V1. Protocol




Authentication

Authorization




sk=(t,s,u,v) < Z,m 5L

Authentication

p

Authorization




— $ 74 $
sk =(t,s,u,v) < L,,m «° L,

— —2
7 - Zp»hA = H(idy) and 14 = (hy, h;A, h;A )

Authentication

Authorization




— $ 74 $
sk =(t,s,u,v) < L,,m «° L,

— —2
7 - Zp»hA = H(idy) and 14 = (hy, h;A, h;A )

— Lttsmy . u v _
O = T4 "XT3 XT3 4 and vk = (g% g%, g% g")

Authentication

Authorization




sk =

(t,s,u,v) «* Ly ,m 3 Z,

— —2
7 - Zp»hA = H(idy) and 14 = (hy, h;A, h;A )

t+s.m

04 =T14

oA

—
’CA:TA

XT%AXT;A and vk = (gt:gs!gulgv)

n, vk

Authentication

Authorization




D
T2
7 - Zp»hA = H(idy) and 14 = (hy, h;A, h;A )
0p = Tf:f'mXT;AXT;A and vk = (gt! gs’ gu’ gv)

n, vk

Randomization:

Auth Verification:

(44 (44
g S 7 0,,T4,N, T

. 0/1 «Verify(ay, T4, m,vk)

Authorization




Randomization:

a <% Z;‘,

Access Control Proof:

M* «ABE.Decrypt(cty 1, dk,, mpk)

p

— —2
7 - Zp»hA = H(idy) and 14 = (hy, h;A, h;A )

t+s.m

04 =T14

oA

—
’CA:TA

XT%AXT;A and vk = (gt:gs!gulgv)

(44 (44
0,,T4,N, T

CtN,T

M*

unu ese
| |
unu eose
| | |
nnu see
Auth Verification:

0/1 «Verify(ay, T4, m,vk)

Access Control Challenge:
M <% {0,1}
cty <ABE.Encrypt(M, (N, T), mpk)

Access Control Verification:

M =*M*



Ephemeral Signing Key: a malicious employee appears!




Randomization:

a <% Z;,

(44 (44
0,4,T4, N, T

A A Malicious Employee attacks

M* «ABE.Decrypt(cty 1, dk,, mpk)

CtN,T

M*

Auth Verification:

0/1 «Verify(ay, T4, m,vk)

Access Control Challenge:
M <% {0,1}
cty <ABE.Encrypt(M, (N, T), mpk)

Access Control Verification:
M ="M




Solution:
Ephemeral Signhature

Randomization:

Auth Verification:
(pke, sk.) <Sign.Keygen() pk,, part of the transcript

. 0/1 «Verify(ay, T4, m,vk)

Access Control Challenge:
M <% {0,1}
cty <ABE.Encrypt(M, (N, T), mpk)

part of the transcript

o, Sign(transcript, sk.) o Access Control Verification:

» 0/, «SignVerify(o,, transcript, pk,)



Randomization:
(pke,sk.) «<Sign.Keygen()

$ x
a « Z.p

Access Control Proof:

M* «ABE.Decrypt(cty 1, dk,, mpk)

o, <Sign((M*,N,T,pk,),sk,)

sk=(t,s,uv) <7, m <7

— —2
7 - Zp»hA = H(idy) and 14 = (hy, h;A, h;A )

— t+s.m
04 =T14

XTTZ'L'AXT;A and vk = (gt:gs!gulgv)

p

>

unu ese
| |
unu eose
| | |
nnu see
Auth Verification:

0/1 «Verify(ay, T4, m,vk)

Access Control Challenge:
M <% {0,1}
cty <ABE.Encrypt(M, (N, T), mpk)

Access Control Verification:

0/, «SignVerify(a,, (M,N, T, pk.), pk.)



A A Malicious Employee is back A




$ 7%
a<—zp

a a
JA,TA,N,T




0ooo0
|
$

a <% T3 of, 75, N, T oog

> ooo
(=] ]n) oos
| |
'L (=] ]n) ooe
/l[‘j(— Z‘p Uj}Tﬁ;ijTf : I
> nnu 11




a <% 1, of,74,N, T
$ 7«
B Ly o T N, T
o9 X Ji = {rfrﬁ
T8O Th =157 oGP B N T




Randomization:
(pke,sk.) «<Sign.Keygen()

a 3 L.,
1, «ZK.Prove(Ty, h%, h54)

Access Control Proof:

M* «ABE.Decrypt(cty 1, dk,, mpk)

o, <Sign((M*,N,T,pk,),sk,)

sk=(t,s,uv) <7, m <7

o —2
T4 > Zyp, hy = H(idy) and 14 = (hy, h;A, h;A )

t+s.m

04 =T14

p

XT%L'AXT;A and vk = (.gt;.gS!gngv)

>

unu ese
| |
unu eose
| | |
nnu see
Auth Verification:

0/1 «Verify(af, T4, m,vk)
0/1 «ZKVerify(my, T4)
Access Control Challenge:
M <% {0,1}
cty <ABE.Encrypt(M, (N, T), mpk)

Access Control Verification:

0/, «SignVerify(a,, (M,N, T, pk.), pk.)



Last Property: Enabling Partial Traceability




Randomization:
(pke,sk.) «<Sign.Keygen()

$ x
a <> Ly
m, «ZK.Prove(Ty, h§, hy ™, H(t)™)

Access Control Proof:

M* «ABE.Decrypt(cty 1, dk,, mpk)

o, <Sign((M*,N,T,pk,),sk,)

sk=(t,s,uv) <7, m <7

p’ p

o —2
T4 > Zyp, hy = H(idy) and 14 = (hy, h;A, h;A )

t+s.m

04 =T14

XT%L'AXT;A and vk = (.gt;.gS!gngv)

unu ese
| |
unu eose
| | |
nnu see
Auth Verification:

0/1 «Verify(af, T4, m,vk)
0/1 «ZKVerify(my, T4, t)
Access Control Challenge:

M <% {0,1}
cty <ABE.Encrypt(M, (N, T), mpk)

Access Control Verification:

0/, «SignVerify(a,, (M,N, T, pk.), pk.)



VIl. Advanced Properties




Traceable-Anonymous Randomizable Signature
* Definition

Main Idea: Anonymous but traceable tags

Tracing authority can revoke anonymity (traceability), and publish the identity of the guilty, without
being able to accuse an innocent (non-frameability).

* Setup(1%) - param

* Keygen(param) — (sk,vk)

* GenTag(param) - (7,1, tk)

e Sign(m,sk,t)—> o

» Verify(o, T, m, vk) - 1if o valid relative to vk and 1, 0 otherwise.
* RandSign(o,t,m, vk, a) = ¢' on m under the randomized tag 7’ and the same key vk.
* Traceld(tk,t') = 7 of whether, for tk associated to 7, tk ~ 7' or not
o Judgeld(t,t’,m) > 1if mis correct.



Traceable-Anonymous Randomizable Signature
* Definition

Main Idea: Anonymous but traceable tags

Tracing authority can revoke anonymity (traceability), and publish the identity of the guilty, without
being able to accuse an innocent (non-frameability).

@) param = (Gq, G, Gr,P, 91, 92, €) 00
A ON =
—A-= a0
Tracing Authority
GenTag(param) — (T, T tk, = g¥4)
@ Of, Tf ooo
> | | | |
ooo
| | |
ooo




Traceable-Anonymous Randomizable Signature
* Definition

Main Idea: Anonymous but traceable tags

Tracing authority can revoke anonymity (traceability), and publish the identity of the guilty, without
being able to accuse an innocent (non-frameability).

O param = (Gq, G, Gr,P, 91, 92, €) 00
AR =
—A5= oo

—{— TA!TEJRA 33 -0 0
> o o|::|98
Tracing Authority
m, <Traceld(tky, Ty) 0/1 « Judgeld(m,, T4,7,)
Of, Tg ooo
> | | |
ooo
| | | |
ooo




VIII. Discussion




What does the protocol Accomplishes ?

* Anonymity towards the server.
* Local traceability but non global traceability towards the server.
* Traceability or identification (as wanted) towards the authority.



Limitations ?

e 1-collusion : If two adversaries that are employees collaborate, one
can sign and the other get access.

* If one uses the CoverCrypt implementation for the ABE, two
adversaries that are employees can create a third unknown key that
give access to the union of their rights. Although one of them must
sign.






