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Created in 1978

Independent administrative authority

Alert, guidance and information to all public

Control and sanctions
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Subject

Testing protection of users’ private life by everyday connected objects

Aim: searching practical attacks on several connected objects, following the PIA methodology
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Outline

1 PIA : Private Impact Assesment

2 USB Adapter with Camera

3 Another USB adapter with Camera

4 Kids phone: The-Phone-Who-Shall-Not-Be-Named

5 Miscellaneous

6 Conclusion
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Privacy Impact Assessment

Privacy: all fundamental rights and freedoms

PIA acronym: Privacy Impact Assessment and/or Data Protection Impact Assessment
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Privacy Impact Assessment methodology
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Context

Outline of the processing: nature, scope, context, purposes and stakes

Data, processes and supporting assets:
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Fundamental principles

Fundamental rights and principles

“Non-negotiable”

Established by law (GDPR)

Must be respected

Regardless of the nature, severity and likelihood of risks

Contract ̸= Consent

Alexa, tell us a joke! REDOCS21 October 29, 2021 7 / 38



Fundamental principles

Fundamental rights and principles

“Non-negotiable”

Established by law (GDPR)

Must be respected

Regardless of the nature, severity and likelihood of risks

Contract ̸= Consent

Alexa, tell us a joke! REDOCS21 October 29, 2021 7 / 38



Risks
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Evaluation

Validated
Conditional on improvement
Refused

StakesAction
plan

Fundamental
Principles

Residual Risks

Benefits 

Societal
contribution

etc...
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Suggested objects

10 suggested objects

6 chosen, including
▶ two USB adapter devices
▶ toy for children
▶ connected alarm clock
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Aim: provide USB adapter and domestic surveillance.
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Documentation
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Identified threats
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Network analysis

HTTP

device_id

Access token, device_id,

MD5(password)

Alexa, tell us a joke! REDOCS21 October 29, 2021 14 / 38



Description of the attack
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Video of the attack
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Attack scenario
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Final evaluation

Illegitimate (A)ccess to data

Unwanted (M)odification of data

(D)isappearance of data
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Aim: provide USB adapter and domestic surveillance.
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Documentation

NONE
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Identified threats
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Network analysis

HTTP

secretKey, device_id


umeng

mac, android_version, country,

phone_model, imei, app_key, ...


HTTPS
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Description of the attack

HTTP
umeng

HTTPS
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Final evaluation

Illegitimate (A)ccess to data
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(D)isappearance of data

Alexa, tell us a joke! REDOCS21 October 29, 2021 25 / 38



Outline

1 PIA : Private Impact Assesment

2 USB Adapter with Camera

3 Another USB adapter with Camera

4 Kids phone: The-Phone-Who-Shall-Not-Be-Named

5 Miscellaneous

6 Conclusion

Alexa, tell us a joke! REDOCS21 October 29, 2021 25 / 38



Official purpose: Provide a user friendly, secure and adapted phone for kids.
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Documentation
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Identified threats
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Previous threats
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Networking analysis

Mediapassword, identifiant

initialisation

update

Media

marketing data

HTTP

HTTPS
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Description of the Attack

Attack on the password

Man in the Middle (data interception)
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Final evaluation

Illegitimate (A)ccess to data

Unwanted (M)odification of data

(D)isappearance of data
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Alarm Clock with a connected speaker

Only the owner has agreed to the data policy.

Recording

Alexa, sing.
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Alarm Clock with a connected speaker

Only the owner has agreed to the data policy.
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An example
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A possible attack
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Companion apps

An app can hide another!
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Conclusion
Unboxing

Methodology

Alexa

...

Kid Tech Medical Sensor


BlackMail Data
Modification... Child Trauma

Real Impact on
Personal Data

Hub USB Cam
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Thanks for your attention
Any Questions ?

@ anais.barthoulot@orange.com

@ daniel.de-almeida-braga@irisa.fr

@ diane.leblanc-albarel@irisa.fr

@ gwendal.patat@irisa.fr

@ morgane.vollmer@univ-brest.fr
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