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CNIL.

COMMISSION NATIONALE
INFORMATIQUE & LIBERTES

Created in 1978
Independent administrative authority
Alert, guidance and information to all public

Control and sanctions
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Subject

Testing protection of users’ private life by everyday connected objects

Aim: searching practical attacks on several connected objects, following the PIA methodology
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Outline

0 PIA : Private Impact Assesment
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Privacy Impact Assessment

Compliance
with the
fundamental

Management
of the data

rights and
principles

security risks

Privacy: all fundamental rights and freedoms

PIA acronym: Privacy Impact Assessment and/or Data Protection Impact Assessment
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Privacy Impact Assessment methodology

2. Fundamental

1. Context eocia
principles

4, Validation 3. Risks
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Context

@ Qutline of the processing: nature, scope, context, purposes and stakes

@ Data, processes and supporting assets:

m Consewatim
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Fundamental principles

Fundamental rights and principles
“Non-negotiable”

Established by law (GDPR)

Must be respected

Regardless of the nature, severity and likelihood of risks
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Fundamental principles

Fundamental rights and principles
“Non-negotiable”

Established by law (GDPR)

Must be respected

Regardless of the nature, severity and likelihood of risks

Contract # Consent
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Risks

Supporting

Personal data
assets

Risk sources

Likelihood
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Evaluation

o Validated
e Conditional on improvement
@ Refused

Stakes
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Suggested objects

@ 10 suggested objects

@ 6 chosen, including
» two USB adapter devices
» toy for children
» connected alarm clock
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Outline

© USB Adapter with Camera
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Aim: provide USB adapter and domestic surveillance.
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Documentation

66% @ 19:06

Déclaration et conditions

Afin de fournir les services de base,

I'application a besoin des autorisations

suivantes pour continuer a fonctionner
Lecture, écriture ou suppression de

Iespace de stockage

Utilisé pour lire, crire, supprimer des

vidéos ou des captures d'écran enregistrées

par l'appareil

- Obtenir des informations sur la localisation

de l'appareil

Veuillez lire attentivement et bien comprendre
les Conditions d'utilisation et la Politique de
confidentialité avant de les utiliser

Annuler lu et approuvé

tell us a

[~ A .065% | 19:07

< Politique de confidentialité

data by WLAN multicast and camera
not added.

« Revise system settings

o Some setting options will be

provided for user's options such as
starting up automatically and mute
when video monitoring and etc.

« Notice information for software updating

« Join us for researching our products and

services

3. Information Security

« Your personal information will be only
reserved in required time and for legal
requirements within limited time under this
Privacy Policy.

e All kinds of secure technologies and
procedures are used for information being
lost,improper usedread or disclosure
without authority.For examplewe utilize
encryption technology (SSL)to protect your
personal  information under  some
services.But please do understand there is
no completely security as there is some
technology limit and hostile means existed
in internet industry even though we try our
best.




Identified threats

Impacts potentiels

| Divulgation dimages potent.._.

| Dénis de service

| Perte des vidéos

| Ecoute sur le wifi

| Brute force

| Ecoute sur Internet

| Effacement de la carte SD
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Network analysis

INTERNET
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Description of the attack

[
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Video of the attack

> [
VIDEO

REDOCS21



Attack scenario

I think my man is
cheating on me.
I'm gonna spy on
him.

A couple

dl Install

Suspicious man

©[p
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Observe P S
? S

Nasty neighbor

| can spy on
my neighbors!
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Final evaluation

Gravité du risque

0]
A)
o lllegitimate (A)ccess to data
e Unwanted (M)odification of data
b ] .
™) o (D)isappearance of data

Vraisemblance du risque
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Outline

© Another USB adapter with Camera
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Aim: provide USB adapter and domestic surveillance.
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Documentation

NONE
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Identified threats

Impacts potentiels

Divulgation d'images potent...

Dénis de service

Perte de vidéos Sources

Source humaine externe (att_. |

Menaces Source non humaine (incendi... |

Ecoute sur wifi

Brute force

Effacement carte SD
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Network analysis
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Description of the attack

2 [—-]
® ’Q‘/ =
e —

HTTP <
HTTPS <> umeng
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Final evaluation

Gravité du risque

o
(&)
o lllegitimate (A)ccess to data
e Unwanted (M)odification of data
m e (D)isappearance of data

Vraisemblance du risque
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Outline

° Kids phone: The-Phone-Who-Shall-Not-Be-Named
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Official purpose: Provide a user friendly, secure and adapted phone for kids.
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Documentation

traitement des données a caractére personnel peut inclure Hong
Kong, la Chine, et les Etats-Unis.

Duréee de conservation : Aussi longtemps que la personne utilise un
compte dans le cadre de nos services ou pendant 2 semaines a
compter de la demande d’effacement faite par la personne.

Données : Nom et adresse, Adresse électronique, Données
nécessaires pour fournir le service, Données générées pendant le
service, Carte d'identité ou copie de passeport.
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Documentation

Gestion des logiciels et des Sites internet de

Données : Données technigques et statistiques, c'est-a-dire I'adresse
IP, I'heure de la visite, la chaine agent utilisateur (user agent string),
le type de navigateur, la taille de I'ecran, le comportement de
navigation, emplacement, type de navigateur et langue, adresse IP
de l'ordinateur qui émet la demande, la localisation, la date et
I'heure de l'accés, le nom et I'URL du fichier demande, le site
internet par lequel I'acces est accordé (URL référent), le systéme
d'exploitation de l'ordinateur qui émet la demande et les
informations du fournisseur d'accés.

Tiers destinataires : Electronics Limited, LeapFrog
Enterprises, Inc, service tiers d’analyse d’audience.
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Documentation

navigation, emg cemen

de l'ordinateur i ém

I'heure de I'acd’s, le no tI'URL du ande, le site
internet par leq IIacces est ac f@ient), le systeme
d'exploitation dé rdmateu

informations du f&

Tiers destinataires : ics 14@Wed, LeapFrog
Enterprises, Inc, service
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Identified threats

Impacts potentiels

Divulgation ou utilization ..

Interaction non sollicité e...

Contenu non adapté a lenfant

[iénis de service Sources

Perte de photo/video gource humaine externs
Source non humaine

Sowrce humaine interne

Menaces

Ecoute sur le wifi

Ecoute sur le rézeau filaire

Effacemeant de la mémaoire de...
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Previous threats

[ oroemstcumme

se fait hacker les données de 200 000
enfants.

avmas [£][@][¥][w][@][2][=]
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Networking analysis

[— -}

password, identifiant Q Media "
o~ [ —_.}

. ;

initialisation I -7
e HE
Lo
-
[ ]
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Description of the Attack

o Attack on the password

Votre mot de passe doit contenir au moins 8
caractéres, avec a la fois des lettres
majuscules, minuscules et au moins un
chiffre.

oK

e Man in the Middle (data interception)
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Final evaluation

Gravité du risque

Qo

(&)

o lllegitimate (A)ccess to data
e Unwanted (M)odification of data

o (D)isappearance of data

Vraisemblance du risque
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Outline

e Miscellaneous
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Alarm Clock with a connected speaker

Recording
) B
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Alarm Clock with a connected speaker

Only the owner has agreed to the data policy.

Recording B
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An example

> L
VIDEO
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A possible attack

Would you like to
come home with
me?
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Companion apps

/ \ An app can hide another! _Uul
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Companion apps

/ An app can hide another! | /i

¥ APP SCORES
android.permission.READ_PHONE_STATE [ dangerous | read phone state and
identity
@ -
android.permission.RECORD_AUDIO [ dangerous | record audio
LOOK CAM
Average CVSS %] android.permission.REQUEST_INSTALL_PACKAGES  ([ITEEMD Allows an application

» to request installing
Security Score p{JAY] packages.
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Outline

G Conclusion
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Conclusion

Unboxing
Methodology
Alexa Hub USB Cam Kid Tech Medical Sensor
BlackMail Child Trauma Data
Modification

Real Impact on
Personal Data
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Thanks for your attention
Any Questions ?

@ anais.barthoulot@orange.com
@ daniel.de-almeida-braga@irisa.fr
@ diane.leblanc-albarelQirisa.fr

© gwendal.patat@irisa.fr

© morgane.vollmer@univ-brest.fr
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