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Thesis context



Research Questions and Thesis objectives

1 How to detect cyber-physical attacks using the side-channels
based intrusion detection?

What are the most relevant attacks against the CPS
(cyber-physical systems)?
What it is the side-channels based intrusion detection for CPS?



Definition and application of CPS

CPS definition [Lee06]

The CPS is defined as the
combination of digital and
physical components that
interact via a communication
network.

The CPS application are:

IoT and communication

Robotics

Health care

Military

Transportation

Industrial



Cyber-attacks against CPS

↪→ Ensuring the security of the CPS is important and essential.



State-of-the-art



Background of anomalies detection [CBK09]

The application domains of Anomaly Detection are:

Intrusion Detection

Fraud Detection

Fault/Dammage Detection

...etc



Overview of Intrusion Detection Systems (IDS) of CPS
[MC14]

↪→ Combine several detection techniques to finally have a solid
protection method against cyber-physical attacks.



Side-channels based intrusion detection methods [BGH]



Current work



Prototype description

Fishertechnic models

Pneumatic processing center.

Conveyor Belt.

Indexed line.

Robot Arm.



Sound Detection Approach



Conclusion

Review Anomaly Detection methods of CPS (survey).

Study the side-channels intrusion detection techniques in ICS.

Experiment the sound detection approach.
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