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Thesis context: objectives and research questions.
State-of-the-art:

m Review Anomaly Detection methods of CPS.
m Side-channels based intrusion detection.

Current work.

Conclusion and references.
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Research Questions and Thesis objectives

How to detect cyber-physical attacks using the side-channels
based intrusion detection?
m What are the most relevant attacks against the CPS
(cyber-physical systems)?
m What it is the side-channels based intrusion detection for CPS?

Study and revisit current . e |
m methods for automated Develop and implement novel Third
detection of CPS . detection algorithms.
Thesis
objectives

Identify and propose learning
algorithms to specific cyber-

physical attack models.

Mitigation phase } m



Definition and application of CPS

The CPS application are:

CPS definition [Lee06 m loT and communication

The CPS is defined as the Robotics
combination of digital and
physical components that
interact via a communication
network.
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Cyber-attacks against CPS

Timeline cyber-attacks against CPS

Aur.ora DragonFly
project attack
Research project to @)
assess the impacts Eavesdropping data
of an attack on the from structures
smart grid controlling electrical

network installations.

Stuxnet Ukraine
Destruction of production O Taking control of
equipment. the SCADA

— Ensuring the security of the CPS is important and essential.
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Background of anomalies detection [CBKOQ9]

Types of Anomaly Network anomalies
r I A
Point Anomalies Contextual Anomalies Collective Anomalies Malcious anomalies  Unintentional anomalies

The application domains of Anomaly Detection are:
m Intrusion Detection
m Fraud Detection
m Fault/Dammage Detection

m ...etc



Overview of Intrusion Detection Systems (IDS) of CPS

[MC14]

SIDS (Signature based Intrusion Detection
Systems)

Statistical based

Detection techniques AIDS (Anomaly based Intrusion Detection

Systems) Knowledge based

Machine learning

IDS

Host based intrusion detection (HIDS)

Detection sources Network based intrusion detection (NIDS)

— Combine several detection techniques to finally have a solid
protection method against cyber-physical attacks.



Side-channels based intrusion detection methods [BGH]

State-of-the-art of side-channels
The term side-channels is .
aterm usually used in Classical
01 ) atttacks (cwg¥ograghy use-cases

scheme).

Side-channels denotes
non-functional
information that can be
derived from the normal
operation of the system.

Previous work focused on
monitoring and analyzing the
hardware source side-channels
information, Van et al, Dupuis et al
and Liu et al.






Prototype description

Fishertechnic models

Pneumatic processing center.
Conveyor Belt.

Indexed line.

Robot Arm.



Sound Detection Approach

Referelnce Feature extraction Feature matching
recorded sound | sampes i (Mel (DTW) between the
(normal sound) | (signal analysis) | Frequency Cepstral MFCC of references
Coefficients) samples
eature matching D C i
[stance time wrappil table with
fixed
threshold
Tested

samples ing (si
ignal Feature
Input sound analysis) (MFCC)




Conclusion

m Review Anomaly Detection methods of CPS (survey).
m Study the side-channels intrusion detection techniques in ICS.

m Experiment the sound detection approach.
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