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Figure 1: Relay attack on Passive Keyless Entry Systems in Automobiles 

 
 
 
 
  

 
Figure 2: Relay attack on Contactless Payment Systems 

 
Contactless access tokens (e.g., contactless smart/proximity cards, key fobs) are prevalent today in a number 
of systems including public transport ticketing, parking and highway toll fee collection, payment systems, 
electronic passports, physical access control and personnel tracking. In a typical access control application, 
an authorized person simply taps his smart card against a card reader setup at the entrance to gain access to 
an infrastructure. Smart card-based physical access control and authentication are deployed even in safety- 
and security-critical infrastructures such as nuclear power plants and defense research organizations. 
Similarly, in an electronic payment scenario, the consumer places the contactless card in close proximity (a 
few centimeters) to the payment terminal for making secure payments. Furthermore, modern automobiles 
use passive keyless entry systems (PKES) to unlock, lock or start the vehicle when the key fob is in close 
proximity without any user interaction. PKES also enhances security in scenarios e.g., where the user forgets 
to manually lock the car or in the case of a jamming attack. In all the above systems, proximity between two 
entities is verified based on their ability to communicate with each other.  
 
Even though the communication range for many such wireless systems is assumed to be limited, several 
works [1] [2] have demonstrated that these systems are vulnerable to relay attacks. In a relay attack (Figure 
1 and Figure 2) the attacker uses a proxy devices to relay the communications between two legitimate entities 
without requiring any knowledge of the actual data being transmitted; therefore independent of any 
cryptographic primitives implemented. In [1] researchers were able to unlock the car and drive away even 
though the legitimate key was several hundred meters away from the car. In addition to relay attacks, an 
attacker can also modify the measured distance by manipulating or building specialized radio hardware, or 
by colluding with other entities. Thus, distance modification attacks have serious implications: an attacker 
can gain entry into a restricted area, make fraudulent payments or steal a car by simply relaying the 
communications between the reader and the card which is several meters away without the knowledge of the 
card's owner. 
 
Given the potential implications of the attacks mentioned above, there is a clear need to design and develop 
proximity systems that are secure against modern day cyber physical attacks. In order to prove proximity in 
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Attack Overview
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