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Mo3va3on	
  

•  Security	
  and	
  trust	
  play	
  a	
  cri<cal	
  	
  
role	
  as	
  compu<ng	
  is	
  in<mately	
  	
  
integrated	
  in	
  the	
  infrastructures	
  	
  
we	
  depend	
  on	
  

•  Hardware	
  Security	
  
– dealing	
  with	
  (secret)	
  data	
  in	
  hardware	
  devices	
  

•  Hardware	
  Trust	
  
– dealing	
  with	
  design	
  and	
  manufacturing	
  of	
  devices	
  



HARDWARE	
  SECURITY	
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•  How	
  to	
  protect	
  a	
  (digital)	
  secret:	
  
– Secure	
  storage	
  of	
  confiden<al	
  data	
  
– Cryptographic	
  capabili<es	
  

•  Implementa<on:	
  
– Crypto	
  algorithms	
  integrated	
  as	
  hardware	
  devices	
  
– E.g.,	
  smartcards,	
  crypto-­‐cores,	
  crypto-­‐processors,	
  
hardware	
  security	
  module	
  

Scenario	
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Implementa3on	
  AAacks	
  

Enc	
  (PT,	
  Key)	
  
PlainText	
  

Key	
  

CipherText	
  

Vdd	
  

GND	
  

Clock	
  

Test_In	
  

Test_Out	
  

A

=f2(PT,	
  Key,	
  <me)	
  

EM	
  Radia<ons	
  
Timing	
  
Light	
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Access	
  to	
  secure	
  devices	
  storing	
  other	
  par3es’	
  secrets	
  

Implementa3on	
  AAacks	
  –	
  	
  
Types	
  of	
  AAacks	
  

Side	
  Channel	
  AAacks	
  
•  Power	
  
•  Electromagne<c	
  
•  Light	
  
• …	
  

Test	
  Infrastructures	
  

Fault	
  AAacks	
  
•  Laser	
  
•  Electromagne<c	
  
• …	
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Implementa3on	
  AAacks	
  –	
  	
  
Types	
  of	
  AAacks	
  

Side	
  Channel	
  AAacks	
  
•  Power	
  
•  Electromagne<c	
  
•  Light	
  
• …	
  

Test	
  Infrastructures	
  

Fault	
  AAacks	
  
•  Laser	
  
•  Electromagne<c	
  
• …	
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•  Based	
  on	
  informa<on	
  gained	
  from	
  the	
  	
  
non-­‐primary	
  interface	
  of	
  the	
  physical	
  
implementa<on	
  of	
  a	
  cryptosystem	
  
– Timing	
  informa<on	
  
– Power	
  consump<on	
  
– Electromagne<c	
  leaks	
  	
  
– Sound	
  
– Light	
  
– …	
  

Side-­‐Channel	
  AAacks	
  

Brute	
  	
  
Force	
  

Side	
  
Channel	
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Simple	
  Power	
  Analysis	
  on	
  RSA	
  
Introduction Le TEMPEST Le clavier PS/2 Le RSA Perspectives... Conclusion

Implémentation : Exponentiation Modulaire
Input: X , N,

E = (ek�1, ..., e1, e0)2
Output: Z = XE mod N
1: Z := 1;
2: for i = k � 1 downto 0
3: Z := Z * Z mod N; – squaring
4: if (ei = 1) then
5: Z := Z * X mod N; – multiplication
6: end if
7: end for

Square Mutiply Square Square Mutiply Square Square Square

1 10 0 0 0

Waveform

Operation

Key Bits

Figure 6: Principe de la SEMA sur le RSA.

O. Meynard, < olivier.meynard@TELECOM-ParisTech.fr> GDR SoC-SiP 37/62

Input: X, N, K=(kj-1, …, k1, k0)2
Output: Z = XK mod N

1: Z = 1;
2: for i=j-1 downto 0 {
3: Z = Z * Z mod N //Square
4: if (ki==1) {
5: Z = Z * X mod N //Multiply
6: }
7: }
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•  Actually	
  not	
  so	
  simple…	
  
– Noise	
  
–  Interrupts	
  
– Mul<-­‐core	
  architectures	
  
– Peripherals	
  
– …	
  

Simple	
  Power	
  Analysis	
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•  Goal:	
  removing	
  the	
  correla<on	
  between	
  processed	
  
data	
  and	
  the	
  physical	
  interface	
  	
  

•  Methods:	
  
– Masking:	
  adding	
  randomness	
  in	
  the	
  intermediate	
  
values	
  and	
  opera<ons	
  

– Hiding:	
  making	
  side-­‐channel	
  independent	
  of	
  
intermediate	
  values	
  and	
  opera<ons	
  
e.g.,	
  constant	
  power	
  consump<on	
  

Countermeasures	
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Implementa3on	
  AAacks	
  –	
  	
  
Types	
  of	
  AAacks	
  

Side	
  Channel	
  AAacks	
  
•  Power	
  
•  Electromagne<c	
  
•  Light	
  
• …	
  

Test	
  Infrastructures	
  

Fault	
  AAacks	
  
•  Laser	
  
•  Electromagne<c	
  
• …	
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Fault	
  AAacks	
  

1 0 1 1 0 0 1 1 …	
  

Encryp3on	
  
Input	
   Output	
  

Hypothesis:	
  Injec<on	
  forces	
  a	
  ‘0’	
  	
  
on	
  a	
  single	
  bit	
  of	
  the	
  secret	
  key	
  

1)  COK=E(P)	
  

2)  Calculate	
  C’=E(P),	
  	
  
while	
  injec<ng	
  a	
  fault	
  

3)  If	
  C’	
  =	
  COK	
  à	
  target	
  bit	
  is	
  ‘0’	
  
else	
  à	
  target	
  bit	
  is	
  ‘1’	
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•  To	
  inject	
  faults	
  affec<ng	
  cri<cal	
  paths	
  
– Under/over	
  powering	
  
– Altering	
  the	
  clock	
  
– Altering	
  the	
  temperature	
  

•  To	
  inject	
  precise	
  faults	
  in	
  space	
  and	
  <me	
  
– Laser	
  injec<ons	
  
– Electro	
  Magne<c	
  injec<ons	
  

Injec3on	
  means	
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•  IC	
  Packaging	
  
•  Fault	
  detectors:	
  
– Laser/light,	
  bulk	
  current	
  
– They	
  can	
  generate	
  false	
  posi<ves	
  

•  Error	
  detectors,	
  based	
  on	
  redundancy	
  

Countermeasures	
  
Introduction| Overview of Countermeasures| Application to Cryptography| Practical Cases| Conclusion|

Analog Level| Digital Level|

IC Package as Countermeasure: example 2

Figure: Application processor with RAM stacked above - X-ray view

15/59 Victor LOMNE - ANSSI / Countermeasures against Fault Attacks
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Implementa3on	
  AAacks	
  –	
  	
  
Types	
  of	
  AAacks	
  

Side	
  Channel	
  AAacks	
  
•  Power	
  
•  Electromagne<c	
  
•  Light	
  
• …	
  

Test	
  Infrastructures	
  

Fault	
  AAacks	
  
•  Laser	
  
•  Electromagne<c	
  
• …	
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Manufacturing	
  Process	
  

•  Manufacturing	
  process	
  of	
  integrated	
  circuit	
  is	
  not	
  
totally	
  controlled:	
  
– Dust,	
  physical	
  mechanisms,	
  spot	
  defect	
  
– Process	
  variability	
  	
  
– Assemblage	
  faults	
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Scan-­‐based	
  Design	
  

FF	
  

FF	
  

FF	
  

...
	
  

...
	
  

...
	
  Primary	
  

Inputs	
  
Primary	
  
Outputs	
  

Observability	
  	
  
of	
  all	
  states	
  

...
	
  ...	
  

Combina<onal	
  
Logic	
  

Scan	
  Enable	
  

Scan	
  In	
  

Scan	
  Out	
  

Controllability	
  
of	
  all	
  states	
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•  Scan	
  aiacks:	
  
–  Exploit	
  observability	
  and	
  controllability	
  	
  
offered	
  by	
  scan	
  chains	
  

–  Principle:	
  switch	
  	
  
between	
  func<onal	
  	
  
and	
  scan	
  modes	
  

–  Goal:	
  Retrieve	
  	
  
embedded	
  secret	
  data	
  

Scan	
  aAacks	
  presenta3on	
  

Combina<onal	
  Logic	
  
Non-­‐Scan	
  FFs	
  

Scan	
  FFs	
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•  Leave	
  the	
  scan	
  chain	
  unbound	
  
•  Built-­‐In	
  Self-­‐Test	
  
•  Secure	
  Test	
  Access	
  Mechanism	
  
– Authen<ca<on	
  (expensive)	
  
– No	
  in-­‐field	
  debug/diagnosis	
  
– Not	
  easy	
  to	
  integrate	
  in	
  design	
  flow	
  

•  Scan	
  Chain	
  Encryp<on	
  
	
  

Countermeasures	
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•  Cryptography	
  has	
  +2000	
  years	
  history	
  and	
  
experience	
  

•  Hardware	
  Security	
  is	
  s<ll	
  a	
  young	
  research	
  field	
  

Conclusions	
  -­‐	
  Hardware	
  Security	
  



HARDWARE	
  TRUST	
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The	
  Untrusted	
  Chain	
  
Design Time

Specs Design

IP Tools TechLib

Manufacturing Time

Fabrication Test

Life Time

Distribution Use Life

Recycling
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•  Recycled,	
  Defec<ve	
  
•  Overproduced	
  
•  Cloned	
  
•  Tampered	
  

Counterfei3ng	
  types	
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•  Electronic	
  component	
  that	
  is	
  recovered	
  from	
  a	
  
system	
  and	
  then	
  modified	
  to	
  be	
  misrepresented	
  as	
  a	
  
new	
  component	
  	
  

•  Problems:	
  
–  lower	
  performance	
  	
  
–  shorter	
  life<me	
  
–  damaged	
  component	
  

Counterfeit	
  types	
  
Recycled	
  

Recycled	
  
Overproduced	
  
Cloned	
  
Tampered	
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•  Overproduc<on	
  occurs	
  when	
  foundries	
  sell	
  
components	
  outside	
  of	
  contract	
  with	
  the	
  design	
  
houseparts	
  

•  Problems:	
  
–  loss	
  in	
  profits	
  for	
  the	
  design	
  
and	
  IP	
  owner	
  	
  

–  reliability	
  threats	
  since	
  they	
  are	
  	
  
olen	
  not	
  subjected	
  to	
  the	
  same	
  	
  
rigorous	
  tes<ng	
  as	
  authen<c	
  parts	
  

Counterfeit	
  types	
  	
  
Overproduced	
  

Recycled	
  
Overproduced	
  
Cloned	
  
Tampered	
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•  A	
  copy	
  of	
  a	
  design,	
  in	
  order	
  to	
  eliminate	
  the	
  large	
  
development	
  cost	
  of	
  a	
  part	
  

•  Methods:	
  
– Reverse	
  engineering	
  
– By	
  obtaining	
  IP	
  illegally	
  	
  	
  
(also	
  called	
  IP	
  thel)	
  	
  

– With	
  unauthorized	
  knowledge	
  	
  
transfer	
  from	
  a	
  person	
  with	
  access	
  to	
  the	
  design	
  

Counterfeit	
  types	
  
Cloned	
  

Recycled	
  
Overproduced	
  
Cloned	
  
Tampered	
  



34	
  

Counterfeit	
  types	
  	
  
Tampered	
  –	
  Hardware	
  Trojan	
  Horses	
  

•  A	
  Hardware	
  Trojan	
  Horse	
  is	
  a	
  malicious	
  modifica<on	
  
of	
  an	
  integrated	
  circuit	
  
– Performed	
  at	
  any	
  design	
  or	
  manufacturing	
  step	
  

•  Examples:	
  
– Backdoors,	
  <me	
  bombs	
  

•  A	
  real	
  threat?	
  

Recycled	
  
Overproduced	
  
Cloned	
  
Tampered	
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•  Cleaning,	
  visual	
  inspec<on	
  
•  Microscope	
  &	
  X	
  Ray	
  Inspec<ons	
  
•  Side-­‐Channel	
  
•  Tes<ng	
  

	
  

Counterfei3ng	
  detec3on	
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•  Aging	
  detectors	
  
•  Hardware	
  metering	
  
•  IC	
  Camouflage	
  
•  IC	
  Authen<ca<on	
  
•  HT	
  Preven<on	
  

Counterfei3ng	
  preven3on	
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Counterfei3ng	
  preven3on	
  –	
  
Aging	
  Detectors	
  

•  Sensors	
  in	
  the	
  chip	
  to	
  capture	
  the	
  usage	
  of	
  the	
  chip	
  
in	
  the	
  field	
  	
  
–  It	
  relies	
  on	
  aging	
  effects	
  of	
  MOSFETs	
  to	
  change	
  a	
  
ring	
  oscillator	
  frequency	
  in	
  comparison	
  with	
  the	
  
golden	
  one	
  embedded	
  in	
  the	
  chip.	
  	
  

•  Techniques:	
  
– Fuse-­‐based	
  technology	
  to	
  record	
  usage	
  <me	
  
– Differen<al	
  measurement	
  

Aging	
  detectors	
  
Hardware	
  Metering	
  
IC	
  Camouflage	
  
IC	
  Authen<ca<on	
  
HT	
  Preven<on	
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•  A	
  set	
  of	
  security	
  protocols	
  that	
  enable	
  the	
  design	
  
house	
  to	
  achieve	
  the	
  post-­‐fabrica<on	
  control	
  of	
  the	
  
produced	
  ICs	
  to	
  prevent	
  overproduc<on	
  
– Post-­‐Manufacturing	
  Ac<va<on	
  
– Adding	
  a	
  Finite-­‐State	
  Machine	
  (FSM)	
  which	
  is	
  
ini<ally	
  locked	
  and	
  can	
  be	
  unlocked	
  only	
  with	
  the	
  
correct	
  sequence	
  of	
  primary	
  inputs	
  

– Logic	
  Encryp<on	
  

Counterfei3ng	
  preven3on	
  –	
  
Hardware	
  Metering	
  

Aging	
  detectors	
  
Hardware	
  Metering	
  
IC	
  Camouflage	
  
IC	
  Authen<ca<on	
  
HT	
  Preven<on	
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Counterfei3ng	
  preven3on	
  –	
  
IC	
  Camouflage	
  

•  Standard-­‐cells	
  are	
  re-­‐designed	
  not	
  to	
  disclose	
  their	
  
iden<ty	
  

Security Evaluation of IC Camouflaging
by using VLSI Test Principles

Jeyavijayan Rajendran†, Ozgur Sinanoglu‡, and Ramesh Karri†

jrajen01@students.poly.edu, os22@nyu.edu, rkarri@poly.edu
†Polytechnic Institute of New York University ‡New York University Abu Dhabi

Abstract—An Integrated Circuit (IC) can be reverse engineered by
imaging its layout and reconstructing the netlist. IC camouflaging is a
layout-level technique that hampers imaging-based reverse engineering
by using, in one embodiment, functionally different standard cells
that look alike. Reverse engineering will fail if the functionality of a
camouflaged gate cannot be correctly resolved. We adapt VLSI testing
principles of justification and sensitization to quantify the ability of a
reverse engineer to unambiguously resolve the functionality of look-alike
camouflaged gates. We evaluate the security of look-alike NAND/NOR
standard cells based IC camouflaging of the controllers in OpenSPARC
T1 microprocessor.

I. INTRODUCTION

A. Reverse engineering of Integrated Circuits (ICs)
Reverse engineering of an IC involves (i) identifying the device

technology used [1], (ii) extracting its gate-level netlist [2], and/or
(iii) inferring the implemented functionality. Several techniques and
tools have been developed to reverse engineer an IC.

On one hand, an IC is reverse engineered to collect competitive
intelligence, to verify a design, to check for commercial piracy, and
to determine patent infringements [3], [4]. On the other hand, reverse
engineering can be misused to steal and/or pirate a design, to identify
the device technology and illegally fabricate similar devices, and to
extract the gate-level netlist of a competitor’s intellectual property
(IP) and use it in one’s own IC or illegally sell it as an IP. Reverse
engineering was listed as a serious threat to semiconductor industry
[5]. Proactive solutions such as IC camouflaging [6] are needed to
prevent reverse engineering.

B. IC camouflaging to thwart reverse engineering
Camouflaging is a layout-level technique that hampers image

processing-based extraction of the gate-level netlist. In one embodi-
ment of camouflaging, the layouts of standard cells are designed to
look alike, resulting in incorrect extraction of the netlist. The layout
of NAND cell in Figure 1 (a) and the layout of NOR cell in Figure
1 (b) look different and hence their functionality can be extracted.

(a) (b) (c) (d)

Fig. 1: Standard cell layout of regular 2-input (a) NAND and (b) NOR
gates. The metal layers are different and hence it is easy to differentiate
them by just looking at the top metal layer. Layouts of look-alike
camouflaged cells of 2-input (c) NAND and (b) NOR gates. The metal
layers are identical and hence it is difficult to differentiate them by just
looking at the top metal layer.

However, the layout of camouflaged NAND cell in Figure 1 (c) and
the layout of camouflaged NOR cell in Figure 1 (d) look identical and
hence their functionality cannot be unambiguously extracted [6]–[9].

Figure 2 shows how camouflaging protects an IC design against
image processing-based reverse engineering. A designer camouflages
certain gates in the design. For example, the NAND gate, G7, in the
left hand side netlist in Figure 2 is camouflaged. The design with
camouflaged gates is then manufactured at a foundry. The manu-
factured IC is sold in the market. A reverse engineer depackages,
delayers, images, and extracts the netlist. The correct functionality
of the camouflaged gates in this extracted netlist are unknown. In
the right hand side netlist in Figure 2, the correct functionality of
G7 is unknown. The reverse engineer may arbitrarily assign one of
the possible functions that can be implemented by the camouflaged
standard cell used (NAND or NOR in this paper).

To thwart reverse engineering of an IC, one should not be able
to identify the functionality of the camouflaged gates. We use VLSI
test principles – justification and sensitization – to quantify a reverse
engineer’s ability to resolve the functionality of a camouflaged gate.

II. REVERSE ENGINEERING A CAMOUFLAGED IC

A. VLSI test principles
The following two principles from VLSI testing [10] can be

adapted to resolve the functionality of camouflaged gates.
Justification: The output of a gate can be justified to a known value
by controlling one or more of its inputs. For example, the output of
an AND gate can be justified to ‘0’ by setting one of its inputs to
‘0.’
Sensitization: A net can be sensitized to an output by setting all the
side inputs of each gate in between to the non-controlling value of
the gate. This way the value on the net is bijectively mapped to the
value on the output.

B. Capabilities of a reverse engineer
Consider an entity with the following capabilities:
1) It has tools to reverse engineer an IC, i.e., the setup to delayer

an IC, an optical microscope or SEM to image the layers, and
image processing software [3], [4].

2) It can differentiate between a camouflaged standard cell and a
regular standard cell from the images of different layers. The
images of regular and camouflaged standard cells are publicly
available [6].

3) It knows the list of functions that a camouflaged cell can
implement. In this paper, a camouflaged cell can implement
either a NAND or a NOR function.

C. Reverse engineering a camouflaged IC
The objective of reverse engineering an IC is to unambiguously

determine the functionality of all camouflaged gates, and in turn
extract the correct gate-level netlist using the following steps:

NAND	
   NOR	
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Counterfei3ng	
  preven3on	
  –	
  
IC	
  Authen3ca3on	
  

•  Physically	
  Unclonable	
  Func<ons	
  (PUF)	
  
– Able	
  to	
  generate	
  random	
  and	
  stable	
  responses	
  

•  Aler	
  manufacturing,	
  each	
  device	
  is	
  challenged	
  by	
  
several	
  random	
  inputs	
  

•  Responses	
  are	
  stored	
  in	
  a	
  secure	
  database	
  
•  To	
  authen<cate	
  the	
  device,	
  some	
  of	
  the	
  challenges	
  
are	
  used	
  during	
  mission	
  mode	
  

Aging	
  detectors	
  
Hardware	
  Metering	
  
IC	
  Camouflage	
  
IC	
  Authen3ca3on	
  
HT	
  Preven<on	
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•  Delays	
  of	
  all	
  the	
  paths	
  from	
  input	
  to	
  output:	
  
nominally	
  iden<cal	
  

•  Reality:	
  because	
  of	
  process	
  varia<ons,	
  all	
  different!	
  

Arbiter	
  PUF	
  

0

1

0

1

0 1 1 0
Arbiter
(D FF)D

>

Q
0/1
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HW	
  Tojans	
  preven3on	
  –	
  
Split	
  Manufacturing	
  

•  Front	
  End	
  Of	
  Line	
  (FEOL)	
  layers	
  (transistor	
  and	
  lower	
  
metal	
  layers)	
  are	
  fabricated	
  in	
  an	
  untrusted	
  foundry	
  

•  Back	
  End	
  Of	
  Line	
  (BEOL)	
  	
  
in	
  a	
  trusted	
  low-­‐end	
  fab	
  

•  It	
  is	
  considered	
  secure	
  against	
  	
  
reverse	
  engineering	
  as	
  it	
  hides	
  	
  
the	
  BEOL	
  connec<ons	
  from	
  	
  
an	
  aiacker	
  in	
  the	
  FEOL	
  foundry	
  

Aging	
  detectors	
  
Hardware	
  Metering	
  
IC	
  Camouflage	
  
IC	
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•  Hardware	
  Security	
  and	
  Trust	
  are	
  big	
  challenges	
  
•  It	
  might	
  become	
  even	
  worst	
  because	
  of:	
  
– Limited	
  resources	
  (IoT)	
  
– Safety	
  (autonomous	
  cars)	
  

Conclusions	
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