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E-PAYMENT & BIOMETRICS UNIT

RESEARCH TOPICS

TRUST

Codes & applied cryptography

Architectures & applications with secure element

Random data & information security

BIOMETRICS

Definition of biometric systems

Evaluation of biometric systems

Protection of biometric data

Research activities in computer security

Members

2 full professors, 5 associate professors, 12 PhD 

students, 2 post-docs, 5 R&D engineers



Motivations

State of the art

BioHashing

Evaluation

GREYCHashing

PROTECTION OF BIOMETRIC DATA



SECURITY

Why is it necessary ?

 Personal data

 Can be captured without any consent

 Difficult to revoke a biometric data

 Its classical encryption is not sufficient



ATTACKS



PET TECHNOLOGIES

Privacy Enabling Technologies schemes (algorithmic solutions) :

Gomez-Barrero, M., Maiorana, E., Galbally, J., Campisi, P., & Fierrez, J. (2017). Multi-biometric 

template protection based on Homomorphic Encryption. Pattern Recognition, 67, 149-163.



TRANSFORMATION BASED PROTECTION

Feature

extraction

Secret

(seed, password…)

Biometric 

data

BioCode

Transformation

Expected properties:

 Verifiability: it is possible to 
authenticate an user given a BioCode

 Revocability: it is possible to renew
the BioCode in case of attack

 Non invertibility or irreversability: 
impossible to recover the raw 
biometric data given the BioCode and 
the Secret

 Undistinguishability: impossible to 
distinguish impostor BioCodes from 
legitimate ones with different Secrets

 Unlikability: no information leakage
from different legitimate Biocodes



BIOHASHING

Jin, Andrew Teoh Beng, David Ngo Chek Ling, and Alwyn Goh. "Biohashing: two factor authentication featuring fingerprint

data and tokenised random number." Pattern recognition 37.11 (2004): 2245-2255.
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BIOHASHING

Biometric feature space

T: biometric sample

B: BioCode

Projection defined by the secret

associated to the user



IRREVERSIBILITY ATTACKS



ATTACKS



IRREVERSIBILITY ATTACKS

A



EVALUATION

Undistinguishability analysis:

Distribution of BioCodes

 Pseudo-impostor scores: matching scores 

between BioCodes generated from different 

biometric data of individual A with different keys.

 Pseudo-genuine scores: computed between 

BioCodes derived from different biometric data 

from impostors with the key of individual A. 



DEMO

R. Belguechi, E. Cherrier, C. Rosenberger, S. Ait-Aoudia, "Operational Bio-Hash to Preserve Privacy of Fingerprint Minutiae

Templates", IET journal on Biometrics, 2013



BIOHASHING

Jin, Andrew Teoh Beng, David Ngo Chek Ling, and Alwyn Goh. "Biohashing: two factor authentication featuring fingerprint

data and tokenised random number." Pattern recognition 37.11 (2004): 2245-2255.
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GREYCHASHING
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APPLICATIONS



DYNAMIC AUTHENTICATION

P. Lacharme et C. Rosenberger, "Synchronous One Time Biometrics With Pattern Based Authentication", International Conference 

on Availability, Reliability and Security (ARES), 2016.

Secret



TRANSPARENT AUTHENTICATION

Hatin, Julien, et al. "Privacy Preserving Transparent Mobile Authentication." International Conference on Information Systems 

Security and Privacy (ICISSP). 2017.

Server



PERSONAL CODE

Migdal, Denis, Christophe Rosenberger. "Towards a Personal Identity Code Respecting Privacy." International Conference on 

Information Systems Security and Privacy (ICISSP). 2018.
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